MeToanyeckme pekomeHaaumm no
opraHm3aumm 6e30nacHOCTM NEPCOHANbHbIX
NAHHbIX B COOTBETCTBMM C TPEOOBAHNAMM
3akoHa KP Ne58 «O6 nHpopmaumm

MNepPCOHa/IbHOrO XapaKTepa»



OrnasneHue

MpaBoBblie OCHOBbI METOAMUYECKNX PEKOMEHLALUMM. ....eveeeeeirieeeeniiieeeseiieeeeseireeeeenaneees 3
TEPMUHOTIOTUA ceeviriiiieeeeeeerieiiniaeseeeeettenrsaaassseeereersnnnssseesseessssnsssssseersessssnnssssssseesssnnnnses 6
Mpouecc ynpasneHnA NePCOHANBHBIMU JAHHBIMM .....eeveerieeereeeiiiirreereeeeeeesnarrereeeeesenns 8
CamooueHKa 1 peructpauma [leprkatena maccmBa NepcoHasibHbIX AAHHbIX................ 9
Mpumep onpeaeneHnA PEUTUHIA BE30MACHOCTM .uuvveeeervrreeeriiieeeesirreeeesneeessnaees 12
TpebOoBaHMA K YPOBHIO 3ALUMLLUEHHOCT M ..eereerrrreeeerrrreeeenrreeeessueeeesssssseessssseesssnnnnes 14
Cornacme CYBBEKTA MIX oo iiieee ettt e e s s e e s e arae e e enaaaeae s 21
MepeyeHb TUNOBbIX NAEHTUPUKATOPOB UIMX ..eviiiiiiiieeeeiiee et 21
®dopma nonyyeHuns cornacma Ha 06PABOTKY UMX ....c.uveeiieiiiieieiieee e 23
BHeapeHMe pexrma 06paboTKN NEPCOHANBHBIX AAHHDBIX ...cccoveerrreeeeeeeeeeeecirrreeeeeeenns 25
Llenb 3amnTbl NEPCOHANBHDBIX JAHHDBIX....cictuiririiereeererrerinieseeeeeeeremmnneseeseesseemmmnnenses 26

HEO6XO,CI|MMOCTb COOTBETCTBUA NPU XPaHEHNUN AaHHbIX B o6naKe, 3a py6e)-KOM nany

CEPBUC-MPOBANALPA, B AATA-LLEHTPE ..eerurieueeeieenureateesieeaseesseeeseessseeseesseesseesssessseesseesnsens 27
JLOKYMEHTALMEA ..eeieiiieiiiiiiieie e e e eeettiiiiees s e e eeetttstaasseeeestaastaassseseesssessssnssseseesseessnnnnnnsns 28
Pa3paboTKa YaCTHOM MOEIN YTPOB .uvveeeeeeeeeeiiirrrreeeeeeeeeeeiinrrereeseeesemsessssesesessesennnns 30

3PN 31
Al OnucaHne MHPOPMALMOHHOM CUCTEMDI......cceeeurrrrereeeeeeeeiiinrrrrereeeseseesssnsseeees 32
A2 KNacCUDUKALMA YASBUMOCTEM ....ccccurrrrerereeeeeeiieinrrereeeeeeeessessssseseessesssnssssssseees 32
A3 OnpeaeneHue rnobasbHOro YPOBHA UCXOAHOM 3aLWULLEHHOCTU Y1 .............. 33
A4 MOLEND HAPYLUMTEIIA .eeeeeeiiiiieeeeeeeeeeeeannieseseeereessnnaeseeeesreeensnneeeeeesernssnnnnees 36
F I i o Lo =1 - P 38
A7 OUEHKA ONMACHOCTU YIPO3B ceviviuuiieierereeirriiiiieseeererrmsinssessesssemmmmssssesesmmmmns 39
A8 BEPOATHOCTD PEANMMBALMM Youuuiiiiiiiiiiiiiiiiiie e e eeeeertiiieee e e e e eererie e e s e e e eeaaraaan e s 40
A AKTYANIBHOCTD YTPO3BDBI..ieiiiiiiiiiiieieeeretiiuiiiieeeeereeratiisseeeesseesmsnsseseesssesmmmnnnes 42
A10 YnpaBneHue yrpo3amm MHPOPMaALMOHHON BE30NACHOCTU .ueeveeeeeeennnnnneeen. 43
FAN R Y 1) - ORI 44



HpaBOBble OCHOBbl MeTOANHYECKNX peKOI\/\EH,ﬂ,aLI,l/II\/JI

BoinyweHHas B 2017 roay nocnegHas pepakuua 3akoHa KP «06 uHdopmaumm
NepCOHaNbHOrO XapakTepa» OT/IMYAETCA CBOEM 3PesiocTbid M MOJMIHOCTbIO OTBeYaeT
COBpemeHHbIM TpeboBaHMAM B 06/1aCTV 3alWMTbl NEePCOHANbHbIX AaHHbIX. He cekpeT, 4To
6ONbWNHCTBO aHANOTMMYHbIX 3aKOHOB M MHWULMATMB, NpeanpuUHMMaemMbix B Mupe B obnactu
3alNTbl MEPCOHANbHbIX AAHHbIX, ABAAKTCA Pa3NMYHbIMKU WUHTEPNpPETALUAMU  e[UHOM
cywHocTh. Poccuinickme, amepuKaHCKUe Uam eBponenckme 3akoHbl B 3Tol chepe byKBasibHO
NOBTOPAIOT APYr APYra, ONUCbIBaA Pa3/IMYHbIMK CIOBAMU MAEHTUYHbIE NO CyTU TpeboBaHUA
n metoamkun. [llocnegHas pepakuma 3akoHa KP «06 wuHbopmauumM nepcoHanbHOro
XapaKTepa» Bobpana B cebsa BeCb HAKONAEHHbIN MUPOBOM ONbIT B 3TOMN chepe U ABAAETCA
CBOEBPEMEHHbIM OTBETOM Ha BO3pacTatoLme yrpo3sbl B 061actn obecneveHns 6e3onacHoOCTH
NepCcoHaNbHbIX AAHHbIX FpaXaaH.

ObecneyeHne 6e30MacHOCTM MEpPCOHaNbHbIX AaHHbIX B Kblprbi3ckon pecnybanke
6asupyeTca Ha cneaytollei npasosomn base:

1. 3akoH Kbiprbizckoit Pecnybankm ot 14 anpens 2008 roga Ne 58 «06 nHbopmaumnm
NepCcoHaNbHOrO XapakTepa»

2. MocTtaHoBneHue MpasutenbcTBa Kbiprbiackon Pecnyb6amnkm ot 21 Hoabpa 2017 roga Ne
759 «0O6 yTtBepxaeHun [Mopagka nonyvyeHua cornacus cybbekTa NepcoHaNbHbIX
AaHHbIX Ha cbop M 0bpaboTKy ero nepcoHasibHbIX AaHHbIX, nopsaka U GopMbl
yBegomneHnA CcyObeKkTOoB NepCcoOHasbHbIX AAHHbLIX O Mepejayvye UX NepcoHasbHbIX
AaHHbIX TPETben CTOpoHE»

3. MoctaHoBneHue MpaButenbcTsa Kbiprbidckoi Pecnyb6amku ot 21 Hoabpa 2017 roaa Ne
760 «06 ytBepxaeHun TpeboBaHuli K obecrneyeHuio 6e30MacHOCTM U 3aluuTe
NepCoHaNbHbIX AaHHbIX NpPU KX 00paboTke B MHPOPMALMOHHBIX CUCTEMAX
NepCoOHaNbHbIX AAHHbLIX, WCMNOJHEHWE KOTOPbIX obecneymMBaeT YCTAHOBJ/IEHHbIE
YPOBHM 3aLWMLLEHHOCTN NEPCOHANbHbIX AHHbIX»

4. lpuKasbl, uW34aBaeMble YMNOJHOMOYEHHbIM TOCYAAPCTBEHHbIM  OpraHomM no
NepCoHaNbHbIM AaHHbIM, 06 yTBEPKAEHUMU:

e TunoBoro nepeyHa yrpo3 6e30nacHOCTM NepcoHaNbHbIX AAHHbIX NPy 0b6paboTke
NepCcoHaNbHbIX 4AHHbIX B UHPOPMALMOHHBIX CUCTEMAX, COAEPKALLMIA BCE BUADbI U
TUMbI Npeanonaraemblx yrpos;

e MeToaukn onpegeneHua yrpos 6e3onacHocTM B MHPOPMALMOHHBIX CUCTEMAX
NepCcoHaNbHbIX AAHHbIX;

e  dopmbl NnepeyHa BUAOB yrpos.

5. Otpacnesble nepeyHu yrpo3 6€30nacHOCTU NepCcoHaNbHbIX AAHHbIX Npu obpaboTke
NepCOHaNbHbIX AAHHbIX B WMHOOPMALMOHHBIX CUCTEMAX, IKCNAyaTUpyembiX Mnpwu
OCYLLECTB/IEHUN COOTBETCTBYIOLWMX BWAOB AEATENbHOCTU, C YYETOM CoAepKaHUA
NepcoHanbHbIX AAHHbIX, XapakTepa U cnocobos nx 0b6paboTku, paspabaTbiBaemble U
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yTBEpPKAAEMbIE MMUHUCTEPCTBAMMU, rocy4apCTBeHHbIMMU KOMUTETAMMU,
AAMUHUCTPATUBHLIMW BEAOMCTBAMM U UHBIMW TOCYAAPCTBEHHLIMW OpPraHamu, U
OopraHamm MecTHOro CamoynpaBaAeHUA B AONOAHeHMe K npuKkasam FKNTuC.

Ha MOMEHT cocTaBNeHMA HaCTOAWMX METOANYECKUX PEKOMEHAAUMNI B HOPMATUBHO-
npasoBom none Kbiprbi3ckor pecnybankm B obnactn obecneyeHmna oxpaHbl NEPCOHA/bHbIX
[LaHHbIX O0EeNCTBOBA/IM UCKIOYMTENIbHO HOPMATMBHbIE aKTbl, NMepeyncieHHble B nn. 1—3.
Oxupaerca, yto nn. 4, 5 6yayt pas3paboTaHbl M yTBEPXKAEHbl MOCNe CO34aHMA
YNO/IHOMOYEHHOr0 OpraHa No NepPCcoHaNbHbIM AAHHbIM.

) 3akoHOAaTeNbCTBO B 06nactn UMX
——o} Ha 01.10.2019

Mexaysiap

HecmoTps Ha CNOXUBLUYHOCA OTHOCUTENbHYIO HOPMAaTMBHO-NPABOBYHO
HeCcoCToATeNbHOCTb, obecneyeHne 6€30NacCHOCTM NePCOHANbHbIX AAHHbIX ABNAETCA BaXKHbIM
KOMMOHEHTOM o06lien cuctembl obecnevyeHnss UHPOPMALMOHHOM 6e30MacHOCTU  Kak

Kommepqecr(oﬁ opraHun3saunmn, Tak U rocyaapCrBeEHHONO y4ypexaeHuA.

Kommepueckme opraHmsauum o6s3aHbl 3allMLLATL NEepPCOHasibHbIe [laHHble CBOWUX
pPabOTHMKOB, KOHTPAreHTOB W K/AWEHTOB HapAgy C NPOYMMU Mepamu MHOOPMaLMOHHOM
6e30nacHOCTM — 3TO NPAMO NPOUCTEKAET U3 NpeanpuHMMaemoro Komnnekca mep Wb.
Yrposa yTeuyku, NoTepu UaM yMbIWAEHHON MOoAMPUKALMK NEPCOHANbHbBIX U MHbIX AaHHbIX
MOTYT HanpaAMyo NoB/NATb Ha YCTOMYMBOCTb BU3HECa, a B C/1y4Yae C rpybbiMu HapyLLEHUAMM
— TMpPUBECTUM K €ero nojaHOW AukeuMaauun. B ycnosusax obuiemmnposoii rnobanmsaumm
KOMMeEpYECKME KOMMNaHUM KblprbI3cKOM pecnybamMKu MOryT CTONIKHYTbCS, — €C/AU YXKe He
CTONIKHYIUCb — C HeobXxoaMMOCTbiO 0becrneyeHMa 6e30NacHOCTU NepPCoHabHbIX AAHHbIX B
COOTBETCTBUM C 3apybekHbimuM TpeboBaHuamun. K npumepy, GDPR — General Data Protection
Regulations, aHanor 3akoHa KP «06 wHbOpMauum nepcoHaNbHOrO Xapakrepa» —
yCTaHaB/MBaeT TpeboBaHUA, Nog0b6Hble TEM, YTO ONMCaHbl B 3aKOHE M NOA3aKOHHbIX aKTax U
pacnpocTpaHseTca Ha Bce 6e3 UCKIYEHUA opraHM3aunm B Ntoboii cTpaHe MMpa, eCAN OHU
3aHMMatoTcs 06paboTKOM M XpaHeHMeM MepCcoHaNbHbIX AaHHbIX rpa*kgaH EBpocotosa. Mpwu
3TOM pa3smep WTpadHbIX CAHKLMIN B GOpme OTBETCTBEHHOCTM 3a X HecobatoaeHue B cnyyae
HapyweHnAa npas rpaxgaH EBpocoto3a MoXKeT [0CTUratb pekopaHbix 20 mAaH. eBpo.
OueBMAHO, YTO UcCNosHeHWe TpeboBaHMM 3akoHa KP — c Hebonbwoi aganTtaumer nog

€BPOHOPMbI — NO3BO/IT MECTHbIM  KOMMNaHUAM CBO6OAHO ocywecTtesnATb CBOKO



AeATENbHOCTb KaK Ha TeppuUTtopuun PO n EBpocorosa, TaK U B CBA3U C HeO6XO,CI,MMOCTbIO
O6pa6OTKM N XpaHeHNA NePCOHA/IbHbIX AaHHbIX FpaxX4aH 3TUX CTPaH.

YTo Ke Kacaetcsa rocygapCrBeHHbIX OpraHoB, TO 3alWWUTa MNepCOHAJIbHbIX AdHHbIX,
0CODEHHO  TaKuX YyBCTBUTE/IbHbIX, KaK HALMOHA/IbHOCTb, WCTOPUA 6onesHn  mnnu
NPUHaANEXHOCTb TOMY WUIN MHOMY NOJIUTUYECKOMY, PEIUTUO3HOMY Te4dyeHWUlo, ABNAETCA

anHumnmaanoﬁ OCHOBOW obecneyeHunn HaLI,MOHa!'IbHO[;i 6e3onacHoOCTH CTpPaHbl.

YuuTbiBan 0b6WEMMPOBYIO TeHAEHUMIO B chepe 3amTbl MEePCOHANbHbIX AAHHbIX,
KOMMEpPYECKMEe W TocyAapCTBEHHble yuyperkaeHWa Kblprbi3cKol pecnybivku He moryT
0CTaBaTbCA BHE 3TUX NPOLLECCOB, YEMY B HEMA/ION CTEMEHN CNOCOBCTBYIOT yXKe NPUHATbIE B
NPaBoBOM MoJjie CTPaHbl HOPMAaTMBHO-NPaBOBble aKTbl. B cpeaHecpoyHOM nepuoge
OXWMOAETCA CO34aHME MONHOLEHHOTO AFeHFeFBa lOCYAApPCTBEHHOro OpraHa no 3awuTe
NepCcoHa/bHbIX AaHHbIX, BHECEHME NONPABOK 06 OTBETCTBEHHOCTU 33 HapyLweHWe 3akoHa KP
«06 UMNX» B AGMUHUCTPATUBHBIA MAN YTONOBHbIN KOAEKC, U [0paboTKa U yTBepKAeHMue
NOA3aKOHHbIX HOPMAaTMBHO-MPABOBbLIX aKTOB. [locne 4ero B cTpaHe 6yayT co3AaHbl Bce
Heobxoaumble ycnoBua pna obecneyeHWs NPaABOBOrO PeXMMa OXpaHbl WM 3aLUTHI
NepCcoHaNbHbIX AaHHbIX.

HacTtoAwme metoamMyeckMe peKomeHZauun cocTaBiaeHbl C YYETOM NpeacToALMX
HOPMaTMBHO-NPABOBbIX HOBE/N M AOJIXHbl MOCAYXUTb PYKOBOACTBOM K AEUCTBUIO ANSA
LUMPOKOr0 Kpyra rpaxaaH, skcneptos, MT-ayauTopos, cneunannctos U pykosoguTenen, Tak

W/IN MHAYe BOBNEYEHHDbIX B npouecc obecneyeHuna 6e3onacHOCTH nepCoHa/ibHbIX AAdHHbIX.



TepmunHonoruna

3aKOHO,EI|aTe}1bCTBOM KP onpeaenAarTca cneayrowme y4aCtHUKMU U XapaKTEPUCTUKU

npouecca ynpasaeHna NepcoHaNbHbIMU AaHHbIMM:

UHdopmauma nepcoHanbHoro xapakrepa wam UNX — oauH naeHTUOMKATOP MK
cBog, (coBokynHOCTb) AByx W 6Gonee wAEHTUGUKATOPOB MEPCOHANbHBLIX  AAHHbIX,
NO3BONAKOWME OAHO3HAYHO MAEHTUOMUMPOBATL KOHKPETHOro rpaxkaaHuHa: ®UO, pata
POXKAEHUA, CEMeHOe NONoXKeHNe, Homep TeniedpoHa, NACNOPTHbIE AaHHbIE (NEPCOHANbHbIN
NnaoeHTMOUKaumMoHHbIM Homep (MWH), Homep, cepuAa, gaTta M opraH Bblgayu), «ocobble
npUMeTbI» (Kpome BMOMETPUYECKMX AaHHbIX) U Tak ganee. CMUCOK «M TaK Aanee» MOXKeT
HbITb HECKOHEYHO LWMPOKMM, €CAN OH B UTOTe NMO3BOAET O4HO3HAYHO MAEHTUPULMPOBATb
KOHKPETHOrO rpa*kaaHuHa.

| O $duHaHCOBbLIX

onepaunax
MecTtononoxeHue
O ponacree
BuomeTpuyeckue O EEehEE
OaHHble O 3n0posbe
O cyamMmocTtu
JInuHbIi O HauMOHabHOCTH
HOMED O patewu
MecTe PoXKAeHUA
dainn O ceKcyanbHOW HU3HK
cookie O 3HaHUAX
O npuBbIYKax
olile]
O cobbITUAX B M3HU
. 06 obpazoBaHum
[eHeTUYeCcKnn
O matepuanbHOM
KoA4 NOJOHEHNM
O cembe
06 yberkaeHnsax
M,ﬂ,EHTMCDMKATOP O mecTe I'IpOH{MBaHl/IIﬁ

MNEPCOHAJ/IbHAA NHOOPMALNA

. I S/

MEPCOHAJIbHbIE OJAHHbIE

CneumnanbHble UMX — ocobbiii BUA MNEPCOHaNbHbIX AaHHbIX, YKa3blBalOWMWA Ha
YYBCTBUTENbHbIE XapaKTepUCTUKM WIMX: HaUWMOHANbHOCTb, CeKCyasbHaA OpUeHTaLMUA;
bruomeTpuyeckme AaHHble; GUNOCODCKUE, PENNUTMNO3HbIE UM NOAUTUYECKME YDeaeHus;
AMarHos, meAnLMHCKNE CBeAEHUS UK UcTopusa bonesHn. Takne gaHHble Henb3Aa cobupaTtb



WCKNIOUYUTENBHO C LLENIbI0 BbiABNEHMA 3TUX (GAKTOPOB 33 WMCKAKYEHWEM CayyaeB, Korga
CybbekT gan uMHGOPMMPOBAHHOE cornacve Ana 3TOr0 WAW Koraa noslydyeHue cornacus
HEBO3MOXHO, HO BO3HMWK/AA HEOT/N0XHasA HeobxoAMMOCTb obecnevyeHnss HGe30MacHOCTU
COOTBETCTBYIOLLENM FPYNMbl AL,

CybvekT UMX — HocuUTeNlb U eAUMHCTBEHHbIN 3aKOHHbIA Bnageney, AaHHbIX, TMYHO
npeaoCcTaBAAIOLWNIA BpeMeHHble npaBa LepkaTento (obnapatento) maccmBa NepcoHasbHbIX
AaHHbIX HA XpaHeHue, o06paboTKy wWAM nepegavyy TPETbUM NMUAM  CODBCTBEHHbIX
NepPCOHaNbHbIX AaHHbIX.

Deprkatenb (06napatenb) maccuBa NepcoHaNbHbIX AAHHbIX (Banee — aepKartenb) -
OpraHbl FOCy4apCTBEHHOW BAACTM, OpraHbl MECTHOTO CaMOoynpaBAEHUA U loPUANYECKME NLA,
Ha KOTOPble BO3/10’KEHbI MOIHOMOYMA ONPEAENATb LEen, KaTeropmmn NepcoHabHbIX AaHHbIX
M KOHTPO/IMPOBaTb CHOp, XpaHeHMe, 06paboTKy M MCMNO/b30BaHME MEPCOHANbHbIX AaHHbIX B
COOTBETCTBMM C HACTOALLMM 3aKOHOM.

YNONHOMOYEHHbIU rocyAapCcTBEHHbIN OpPraH No NepcoHasbHbIM AaHHbIM (panee -
YNO/THOMOYEHHbIW roCyAapCTBEeHHbIN OpraH) - rocy4apCcTBEHHbIA OpraH, yNoJHOMOYEHHbIM
MpaBuTenbcTBOoM Kbiprbi3ckol PecnybanKkyu ocywectBnsaTb GYHKUMM M MOJIHOMOYMA MO
obecneyeHunto cOOTBETCTBMA 06PabOTKM NepCcoHanbHbIX AaHHbIX TPEeOOBAHUAM HACTOALWLEro
3aKoHa, 3aluTe npaB CyObEKTOB MNEepPCOoHaNbHbIX AaHHbIX (CybbeKkToB), perucrpaumm
nepxarvenen (obnagaTteneit) maccuBa MEPCOHAJNIbHbIX  AaHHbIX, BefeHuo Peectpa
[iepkaTeneir MaccMBOB NEPCOHa/bHbIX AaHHbIX, Apyrue 3aaadun, GyHKLUMU U MNOSIHOMOYMS,

npeaycMOTPEHHbIe HACTOALWMM 3aKOHOM.

YnpasneHne UMX — npouecc noayvyeHus, XpaHeHusa, obpaboTKM, nepepayn wm
YHUUTOXKEHUA NEPCOHA/bHbIX [AaHHbIX, ocyuecTeasemblx [epxkatenem (obnagatenem)
MaccuBa NepCcoHasbHbIX AAHHbLIX B TeYeHMe onpeneséHHOro CPoKa U UCKAKYUTENbHO Mo
cornacuio CybbeKTa Ha OCyLLEeCTB/IEHNE KOHKPETHbIX IENCTBUA UIN JIOCTUIKEHNSA KOHKPETHOM

uenu.

Cornacme Cybbekta UMX — ABHO BbipakeHHOEe, AOKYMEHTa/IbHO NOATBEPKAAEMOE
cornacme Cybbekta UMX o nepegaum npae no YnpasneHuto UMX [eprKaTento maccusa

NepPCOHaNbHbIX AaHHbIX Ha KOHerTHbIl\;I CPOK 1 ONnA AOCTUXEHUA KOHKpETHOVI uenun.

OT3bIB cOrnacMA — ABHO Bblpa)eHHOe, [AOKYMEHTaNbHO MoATBepXKAaemoe
TpeboBaHne Cybbekta UMX 06 0oT3biBE paHee BblAaHHbIX NpaB Ha YnpasneHue UMX, or
KoToporo [ep)aTenb MmaccMBa NEpPCOHaNbHbIX AAHHbIX HE MOXeT YKAOHUTLCA,
NPOUrHOPUPOBATb €ero uaM npeHebpedyb um. OT3bIB COMlacMa HacTynaeT TakKXKe
ABTOMATMYECKM NO AOCTUMKEHUIO pPaHEee YKa3aHHbIX CPOKa WAW UEenu, YCTaHOBJIEHHbIX

Cybbekty UMX ana YnpasneHus UMX.



UHdopmaumoHHaa cuctema UMX (UC UNX) — Komnaekc nporpaMMHo-annapaTHbIX
cpeacts, npumeHaemblx  [lep)kaTenem  maccMBa  NEPCOHasbHbIX  A@HHbIX WU
YNOJIHOMOYEHHbIM FrOCYyAapCTBEHHbIM OPraHOM MO NePCOHa/IbHbIM AaHHbIM 414 YnpaBaeHua
MNNX B cooTBETCTBMM C TPpeHOBaHMAMM.

[Mpouecc ynpaBaeHua nepcoHaibHbIMMU AaHHbIMMA

YnpaeneHve nHbopmaLmell NepcoHanbHOro xapaktepa

MNepegava uam goctyn
Perncrpauma MonyyeHne XpaHenwe n ObpaboTka BES Aocty OT3bIB / YHHUHTOMEHWE
TPETbUX AL,
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Takum obpaszom, 0b6wwmit npouecc ynpasneHusa UMX Bbirnagut cnegyrowmm obpasom:

1. YupexaeHue, 3aHumatouwieecs cbopom n 06paboTKOM NepcoHaNbHbIX AAHHbIX,
AO/IKHO NMPOWTM B YNOJIHOMOYEHHOM TOCYAapCTBEHHOM OpraHe No MepCoHa/bHbIM
AaHHbIM Mpoueaypy PerucTpaumm B KadectBe agepkaTtena (obnapatena) maccusa
NepCcoHanbHbIX AaHHbIX. OAHAKO, A8 NOYyYEeHUA 3TOro CTaTyca yupeXKaeHue A0MKHO
cooTBeTCTBOBaTb TpeboBaHMAM 3akoHa KP M nop3akoHHbIX aKToB, BHeAPWUB
HeobxoaMMmble OpraHM3aUMOHHO-TEXHUYECKME Mepbl No YnpasaeHuto 1 3awmTte UMNX.

2. lMocne BHeceHWs B peecTp W MNONYYEHUA cTaTyca AepxKatens (obnapartens)
NEePCOHaNbHbIX AAHHbIX, YYPEKAEHNE OONKHO OpPraHM30BaTb NPO3pPaYHbIM NpoLecc
nonyyeHma nHGopmMmmpoBaHHoOro cornacus ot CybbekTa.

3. OpraHumsauma  [Oo/MKHa  obecneuntb  MHPOPMUpPOBAHME  YNOJIHOMOYEHHOFO
rocygapCTBEHHOTO OpraHa NO MNepCOoHaNbHbIM AAHHbIM W MOJIyYEHWE cornacua
CybbeKTa 0 1to6bIx c/iy4asnx BHeceHUsA nameHeHuin B UMX, o n1obbix NonbITKax 4ocTyna



K UMX, o HeobxogmumocTn nepegaum UMX gna obpaboTkn Tpetbemy OnepaTopy, a
TaKKe 06 yHuuToxxeHun UMX B cBA3n c TpeboBaHnem CybbekTa, UCTeYEHNEM Nepmoaa
cbopa (xpaHeHus) UMX nnmn gocTusKeHnem paHee onpeaenéHHbIX Leneun.

CamoougHKka u pernctpauma depatensa (obnagatens)
MaCcC1Ba NePCOHaNbHbIX AaHHbIX

Mpexae 4Yem nNpPUCTYNUTL K 06paboTKe nepcoHasbHbIX AaHHbIX, [eprKatenb
(obnapaTens) maccMBa NEPCOHA/NbHbIX AaHHbIX AOKEH NPOUTU NPoLEeAYyPY CAMOOLEHKN ANA
onpeaeneHns Tpebyemoro ypoBHA 3alLMWEHHOCTU Kak aepykaTens (obnagatens) maccusa
NepcoHanbHbIX. 3aTeM  HaA/NeXuT  BbINOAHUTL  TpeboBaHMA  YNONHOMOYEHHOrO
rocyAapCTBEHHOrO OpraHa Nno NepcoHasibHbIM AaHHbIM U MPOITM NPOLLEAYPY PErucTpaumm B
KayecTBe aepxkatena (obnagartenn) maccMsa NepcoHanbHbIX AaHHbIX. OTKa3 OT permcrpaumm
WAN UrHopupoBaHMe TpeboBaHMIW 3aKOHA B/EKYT 3a CO6OM agMUHUCTPATUBHYIO WU
YrONI0OBHYO OTBETCTBEHHOCTb.

MoA3aKOHHbIM aKTOM, OMpeAenslWmnMM MUHUMANbHBLIN ypoBeHb B obecneyeHuu
3alUMTbl MEepCoHasIbHbIX AaHHbIX, ABnseTca lNoctaHoBneHue [MpasBuTenbcTBa Kbiprbi3ckomn
Pecnybanku ot 21 HoabpAa 2017 roga Ne 760 «O6 yTBepkaeHun TpeboBaHui K obecneyeHunto
6€e30MacHOCTM U 3aWmMTe NEPCOHaNbHbIX AAHHbIX NPU X 06paboTKe B MHOOPMALMOHHDBIX
cMcTeMax MNepCoHaNbHbIX AaHHbIX, UCMOJHEHME KOTOpbIX obecrneynBaeT yCTaHOBJ/IEHHble
YPOBHM 3aWMLLEHHOCTU NEPCOHANbHbIX AOaHHbIX». B pamkax 3TOro NOCTaHOBAEHUS
onpeaeneHbl YeTbipe ypoBHA 6e30nacHOCTM, NPUMEHMMbIE K AEWUCTBYIOWMUM U Byaylimnm

Oepatenam (obnagatensam) maccmsa NepPCoHaNbHbIX AaHHbIX.

Mommumo ypoBHel 6e3onacHocTH, [locTaHOBNEHMEM TaKkKe oOnpeaeneHo, 4YTo
Oepkatenb (06n1agaTenb) MaccrBa NEPCOHA/bHBIX AAHHbIX, UCXOAS U3 KOHKPETHbIX YC/10BU
paboTbl C NepPCOHaNbHbIMU AAHHBIMW, LEHHOCTU 3aLMLLAEMON MHPOPMALUM U CTOMMOCTH
Mep no eé 3aluTe, y4yuTbiBaA YpOBEHb COOCTBEHHOTO TEXHUYECKOrO Pa3BUTUA, O0J/IKEH
pa3paboTaTb U yTBEpAUTb CODBCTBEHHbLIM NepeyvyeHb yrpo3 6e30macHOCTM MepPCOHasbHbIX
OaHHbIX N0 ocoboi dopme, yTBEPHKAEHHbBIN YNONHOMOUYEHHbIM FOCYA3aPCTBEHHbIM OPraHoOM
MO MepCOHaNbHbIM AaHHbIM. K MOMEHTY pa3paboTkn MeToamnyecknx pekomeHaaumi 3Ta
dopma, Kak 1 6a30BbIN NepeyeHb yrpo3 6e30NacHOCTU, HAXOAUUCH B PEXKMME COTIaCoBAHUA
N yTBEPXKAEHMUA, NMO3TOMY HacToAwMme MeToauuyeckme pekomeHAauumn 6yayT AOMO/HEHDI

nocne yTBep:KAEHUSA COOTBETCTBYHOLLMX HOPMATMBOB.

Tem He meHee, MOAENb YIPO3 ABNAETCA OTNPABHON TOYKOMN Npu onpeaeneHnn ypoBHA
3aWMWEHHOCTM OpPraHn3aLUmnK, Tak Kak CaMOOLLEHKA NPOM3BOAMTCA MO KaxK4oMy BMAY Yrpo3

OoTAeNbHO COrnacHo npunaraemoit Tabauue.



Ne

Kputepuit
AKTyanbHOCTb  yrposbl
NepCcoHabHbIX AaHHbIX

6e3onacHocTn

Bo3MOXKHOE NPUUMHEHUE Bpeaa CybbeKTy
NepcoHasbHbIX AAHHbIX, KOTOPbIA MOMeT
6bITb MPUUMHEH B C/yyae peanusaunu
yrposbl

O6bem obpabaTbiBaeMbiXx MEePCOHaNbHbIX
OaHHbIX, KOTOPble MNOoABEpPXEeHbl AAHHOM
yrpose

CopepkaHue obpabaTbiBaembIx
nepcoHasibHbIX [OaHHbIX, KoTopble
noABepeHbl AaHHOM yrpose

MpofoNKUTENIbHOCTb  AEATEeNIbHOCTU, K

KOTOpPO npumeHMMa yrposa  (cpok
06paboTkm nnm xpaHeHusa UMX)

O6Wwmnin  pPenTUHr yrposbl

OueHka

MoAacHeHue

Yrpo3a HeaKTya/bHa

Yrposa aKkTyanbHa

He BNEYET nNpPUUYMHEHUA  yObITKOB U
MOpPa/ibHOro Bpeaa cybbeKkTy NepcoHasbHbIX
JLaAHHbIX

He3sHauuTenbHbIN Bpea, nerko
KOMMNEHCUMpPYEMbIW AepKaTenem

HesHauuTenbHble 3aTtpatbl — meHee 1000
pacyéTHbIX noKasaTtesnewn Ha

JIMKBMAALMIO/KOMMNEHCALMIO NOC/eACTBUI 3a
NPUYMHEHHbIE YObITKM U MOpPasibHbIN Bpes,
3HaunTeNbHbIA Bped, KOTOPbIM MOXKeT bbiTb
KOMMEHCMPOBAH onepaTopom

3HaunTeNbHble 3aTpaTbl — 6Gonee 1000
pacYETHbIX nokasaTtenew, Ha
JIMKBMAALMIO/KOMMNEHCALMIO NMOCIeACTBUI 3a
NPOYMHEHHbIE YObITKM U MOpPaibHbIV Bpes,
Kputnyecknin  Bpep, He 6bITb
KOMMNEHCMpPOBaH

MpuumMHeHne yBbITKOB U MOPanbHOro Bpeaa,
KOTOpble He MOTyT KOMMNEHCUPOBaHbI
HesHaunTenbHbIN obbem, 4o 10000
cyb6bekToB UMX

3HauuTeNbHbIM 06bem, ot 10000 go 100000
cybbekTos UMX
Kputnueckuii
cyb6bekToB UMX
WUMNX, He oTHOCAWMECA K cheymanbHbim
KaTeropmam

CneuunanbHble KaTeropuu WNX,
61MomMeTpUYEcKMe AaHHble
KpaTkocpoyHana ob6paboTKa AaHHbIX A0 ABYX
Heaenb

MOXeT

obbem, cBbiwe 100000

a TaKXe

JonrocpoyHas, cebilwe ABYX Heaenb

6e3onacHOCTM onpegenaeTca NyTémM 3N1eMEHTapHOro

apudmeTnyecKkoro npomsseaeHua (YMHOXEHNS) OLEHOYHbIX 6aNN0B KaXKaoro U3 KpuTepues.

PeTUHI npucBamBaeTCA Kaxkaon MHPOPMALMOHHON CUCTEME WAWN UX Fpynne caenylomnm

obpasom:

CUHUIA — HanMume yrpos c peuTUHrom He 6onee 1 6anna;

3enéHbIN — Hanuue yrpo3 ¢ penTuHrom 2 6anna;

ENTbIM — Hanmume yrpos ¢ pernTuHrom ot 3 4o 6 6anN0B BKAOUYUTENBHO;

KpacHbIi — Hannume yrpos c pertuHrom 7 n 6onee 6annos.
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CuHumn 0..1
3eneéHbin 2
KpacHbiin >7

[na Kaxporo u3 yposHel onpegeneHbl TpeboBaHWA K YPOBHIO 3aLMLWEHHOCTM

OpPraHN3auMOHHO-TEXHNYECKOIo OKpy*eHuA VIHd)OpMaLI,MOHHbIX cncrtem B 3aBUCMMOCTU OT

NPUCBOEHHOIo peinTuHra. OXuAaaeTcsa, YTo Noc/ie MPUMEHEHMS Kaxaoro Buaa yrpos u3

MOAENN K Kaxaoh WHPopmaumoHHon cucteme [epskatens (obnagatens) maccusa

NepPCoOHaNbHbIX AAaHHbIX CMOXET onNpeaesinTb CBOA YpOBEHb Yrpos 6e3OI'IaCHOCTM, nocne 4yero

NpoBeAET KOMMIEKC MEPONPUATUIA U BHeApeHWE HeobXOAUMbIX OPraHU3aUMOHHbIX W

TEXHUYECKUX MeP 3alnNTbl Ha YPOBHE HE HUXKE, YeM 3TO onpeaesieHo Tpe6OBaHMF|MVI, M nb

nocne 3TOr0 CMOXET MPUCTYNUTb K npoueaype perncrtpauum B KayecTBe JepxkaTens

(obnapaTens) maccuBa NepPCoHanbHbIX AAHHbIX.

PaspaboTtka mogenn
yrpos

M

Cruni Q..

3en8HbIR 2

Hpachbiit =7

_ .
7| yrpo3 I

(&)

4

Mprcsoerne
PEWTWHIA yrpo3

S E—

F Y

NC AIMX]
2
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Mpumep onpeaeneHna penTmHra 6e3onacHoCTH
Ons nnAnocTpupoBaHMA pacyéta penTuHra yrpos 6e3onacHocTM M onpegeneHua

YPOBHSA 6€30NacHOCTM BO3bMEM CAeAYOLWMA NPUMep.

NHdopmaumoHHaa cuctema no obpaboTtke MHGOPMaLMmM NEePCOHAIbHOTO XapaKTepa B
0OcOO0 «Myiy3gep *KaHa TyaKTap» XpaHUT B cebe nopaaka 80 Tbic. eanHuu, UMX cneaytowero
BMAA:

| Pamunna | Nma | OryectBo | [ata poxaeHna | Macnopt Cepua | Macnopt Ne | MnH | Mon |

KomnbloTep, Ha Kotopom ctouT UC UMX, cToUT B fanbHEM Yy 06LLero Kopmuaopa, He
MMeeT YCTAHOB/JIEHHOrO Naponsa fAoCcTyna W He obecneyeH CUCTEMON pe3epBHOro

KOMMpPoBaHMA AaHHbIX.

B oTcyTcTBME yTBEepKAEHHbIX Mogenn yrpos u MeToanKmn, MOXKHO BOCMO/1b30BaThCA
061er4yéHHOM 3KCNepTHOM oueHKon. Mcxoas u3 BBOAHbIX AAHHbIX CTAHOBUTCA OYEBUAHbLIM,
4TO yrpo3a 6e30NacHOCTM ABNAETCA aKTya/IbHOM, TaK KaK K KOMMbIOTEPY MMeeTcs CBO6OAHbIN
AOCTYNa WM HeT napons, a yuepd — 3HauuMTeNbHbIM B CWAY TOFO, YTO KOMMNAHUMU ANSA
NMKBMAAUMN MOCNEACTBUA B C/y4ae yTepu [AaHHbIX NpPUAETCA ONAaTUTb CTOMMOCTb
BOCCTAHOB/NEHMA Kaxaolh u3 80 TbiC. 3anucelt BPYYHYH W3-33 OTCYTCTBMA PE3EPBHOr0
KonupoBaHua. KomnaHus ynpaBaseT nepcoHasbHbIMU AaHHbIMM, KOTOPblE HE OTHOCATCA K
cneumanbHbiM KaTteropusam. Mpu 3TOM CPOKM 06paboTKM MepCcoHaNbHbIX AaHHbIX, @ TAKXKe B
TeYeHne KOTopbIX yrpo3a 6e3onacHOCTM ByaeT COXpaHATb CBOK aKTya/lbHOCTb, OYEBUAHO

ABNAKOTCA A0NTOCPOYHbIMWN.

Jda 1 Het 0
AKTYanbHOCTb Yrpos3bi
6e3onacHoCcTH v
Hetr 0 AL G <1000 p/n 1
JMKBMAAUMA
x KOMMeHcayma > 1000 p/n 2

MOpanbHbIH Bpej,
< 10K 1

Kputhueckui 3
O6BbEM NepcoHasbHbIX

10—100K | 2 x x
JaHHbIX, eAMHML,
R

> 100K 3 O6bl4yHbIE 1
CopepKaHue CneumanbHble:
AO 2 Heqa. O HauuoHaneHoCTb,
penur./nonumr. 2
Cpoku 06paboTKH AT,
Aon rocpoq HO 1 OopHeHTauuMs, MeATaﬁHa...
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B npuBegéHHOM Bblle nNpumepe MPOU3BEAEHA OUEHKA pPenTUHra yrposbl
6e30nacHOCTM UcxoaA u3:

X aKTyaNbHOCTW yrpo3bl 6e3onacHoOCTH — 1 6ann.
x ob6béma UMX B pazmepe 80 Tbic. eANHUL, — 2 6banna.
X NONTOCPOYHOro CpoKa obpaboTkm UMX — 1 6ann.
X BepoATHOro yuwepba B paamepe cebiwe 100 Tbic. com — 2 6anna.
X XpaHeHWA M 06paboTKkuM 0bbIYHbIX UMX — 1 6ann.

Taknm obpasom: 1 X2 X1 X 2 X 1 =4, yto cooTBeTcTByeT «KENTOMY» YPOBHIO
yrpo3bl 6e3onacHocTy.

Y KomnaHum «Myirysgep KaHa TyaKTap» onpeaenéH MEntbl penTuHr yrposbl
6€e30nNacHOCTM B OTHOLIEHUU MHPOPMALMNOHHOM cucTeMbl, 0bpabaTbiBatoLLLEl MEPCOHANbHbIE
AaHHble.

Ons Toro, 4Tobbl CTaTb NETMTUMHBIM [epKaTenem maccMBa NepCoHaNbHbIX AAHHbIX,
PYKOBOACTBY KOMMNAHWUM HaANeXUT BbINONHUTbL Heobxogumble TpeboBaHMA, npucywme
«HKéntomy» ypoBHI0. BMecTe ¢ TeM, BbINONHAA BCe TpebOOBaHMA, KOMMNAHUA CMOXKET NepenTn
Ha «CMHUIM» YPOBEHDb 3a CYET CHUIKEHUA Pa3mMepa BePOoATHOro yuepba 4o cymmbl HUxKe 100
TbIC. COM, 4YTO MOMKET MPOU3OMTM Cpasy e Mocae BHeAPEHUS CUCTEMbl PeE3EpPBHOrO
KONMpoBaHUA. Takum 06pasom, Npu perucTpaumm KOMnaHuM B peectpe ynoaHOMOYEHHOIO
rocy4apcTBEHHOro opraHa no MepcoHanbHbIM AaHHbIM MHPOPMALMOHHAA cucTema byaet

paccmaTtpuBaTbca ¢ « CUHUM» ypoBHEM Yrpo3 6e30nacHoCTy.
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TpeboBaHMA K YPOBHIO 3aLLMLLEHHOCTM

Tpebo

3..6

PaspaboTka nonuTuku no
ynpaenexuo UMX

[loBefieHne 40 COTPYAHUKOB 1
KOHTPAreHTOB COREpKaHNs
MONUTUKN

HasHaueHu\e OTBETCTBEHHEIX MWL,
3a besonacHocTb MIMX

BknioYeHue B TPYAOEbIe
AOTOBOPA, AOMKHOCTHIE
VHCTPYKLWI 0Bsi3aHHOCTEN B
OTHOLWeHMK MIMX

OcyLecTBneHre KOHTPONA
COOTBETCTBWA YnpaeneHus UIMX

BepeHue xypHana yuéta
HocuTener MIMX 1 cnucka nuw ¢
poctynom k UMX

JlorrupoBaHKe feicTBIA NpK
pa6ote ¢ MMX: nuuo, onepauus,
[ara, BpeM.

EenHeBHOe peaepBlpoBaHHe

-

s -y e -y [y -y - -y ~
o ~ (=2 o e w [p*) - (=]

-y
w

PaspaboTka nonuTukW no
ynpasneruno UMX

[loBefieHre A0 COTPYAHMKOB U
KOHTPAreHTOB COEpHaHNns
MONUTHKN

HasHauqeHue 0TBETCTBEHHBIX NWL,
3a besonacHocTb MIMX

Bknioyerue B TPyAoBblE
FOroBopa, NOMKHOCTHIE
MHCTPYKLWi1 06s13aHHOCTEN B
OTHowWeHuM MNX

OcyLecTeneHe KOHTpONA
COOTBETCTBMA YnpaeneHus WX

BeseHue xypHana y4éTa
HocuTener MIMX 1 ciucka nuw, ¢
goctynom k UIMX

TlorrupoBaHne feRCTBUA Npu
paborte ¢ UMX: nuuo, onepauus,
fata, Bpems.

EXeHeBHOe pesepBupoBaHie

Mpoektuposanne UG ¢ y4&ToM
Tpebosanui KM

AyauT 1 oueHka 3dhdheKTHBHOCTH
C no BBOAA B 3KCNNyaTaLuio
Unu nepen rnobankHeIM
0bHoBNEHWEM

Tp1MeHeHIe CpeacTs
KpMNTOrpath4ECKOl JaLlmThI
VH(hopMaLum

PaspaboTka nonuTHKK no
ynpasnexmno UMX

[loBeaeHe A0 COTPYOHMKOB 1
KOHTPareHTOB Cofep#aHis
MONUTHEKN

HasHaueHue oTBETCTBEHHBIX MWL,
3a DesonacHocTe MIMX

BknioyeHne B TpyaoBbIE
AOTOBOPa, AOMKHOCTHBIE
MHCTpYyKUWi1 06a3aHHOCTE! B
OTHoweHun MIMX

OcyLuecTBNEH1E KOHTPONS
COOTBETCTBMA YnpasneHus WUIMX

BeneHue xypHana y4éta
HocuTener MIMX u cnucka nuy ¢
gocTtynom k UMX

TNorr1poBaHne JeNCTBUIA Npu
pabote ¢ UMX: nuuo, onepauus,
[fara, Bpems.

EenHeBHoe pesepeupoBaHie

Mpoektposanke UG ¢ y4EToM

TpeGosaHuit LN

AyanT 1 oueHka 3ddheKTUBHOCTU
C Ao BBOAA B IKCMINYyaTaLMiO
Unu nepeq, rnodankHeIM
0BHOBNEHNEM

MpHMEHEHNe CPeacTs
KpunTorpadgu4ecKoli 3allyTsl
MHOPMALIM

LlenTpamjaoaaHHoe npasneHve
cuctemon sawmtel MMX, snnote
[0 BbifeneHHoro [lenapTamenTa

KoHTponb 1 3almTa huan4eckoro
,D,OCT%I‘IE B MOMe| EHMFI
obpabotku MIMX

Hedhanecudpuumpyemoe
norruposauua Ig&ex coBLITUIA C

OBecneyeHue BLICOKOA
noctynHocT MC WMX B pexxvme
peansHoro BpeMeHH

Hanuune cuctemel oGHaﬂymenmn
1 npegoTepaLleHus HCL

PaspaboTka nonuTukM no
ynpaeneHuo UMX

loBefieHe A0 COTPYAHUKOB U
KOHTPAreHTOB COAEPKaHNA
MONUTHKM

HasHaueHWe OTBETCTBEHHBIX ML
3a besonacHocTb MIMX

BkrioyeHwe B TpydoBbIE
FAOroBOpPa, AOMKHOCTHLIE
UHCTpPyKUMI 0Bs3aHHOCTEN B
oTHoweHun UMX

OcyLecTENeHUe KOHTPONA
COOTBETCTEBURA YnpaBnerus MMX

Bepexue xypHana y4éTta
HocuTenel MIMX n cnucka nuy ¢
goctynom k UIMX

TNorrupoeaHKe feAcTEMIA NpK
pabote ¢ MIMX: nnuo, onepauus,
Jara, Bpems.

ExeaHeBHOe peaepBHpOBaHHe

IMpoextuposaHue UG ¢ y4EToM

TpeGosanmi AN

AyauT K OLEHKa 3 dIeKTMBHOCTH
C Ao BBOAA B 3KCMMyaTaLWio
wnn ne e rnobankHeIM
HOBNEHVEM

MpuMeHeHve cpeacTs
KpUNTOrpachu-eckoi salmThl
opMaLIN

LleHTpa.I'I_IfISOBaHHOE npaeneHve
cucTemon sawnTsl UMX, ennote
[0 BbifeneHHoro [lenapTamerTa

KoHTponb U 3alumTa (hran4eckoro
,qocrgna B MoMel EHMH
pabotki MMX

Hedanscudmuympyemoe
normposaﬂna IB_Ic;(ex COBLITHI C

ObecneyeHne BbICOKOM
poctynHocT MC UMX B pexume
peanbHoro BpeMeHm

Hanuume cuctemsl obHapyxeHus
1 npegoTepalleHus HCO

Vcnonk3osaHve Toneko
3aALUMLLEHHBIX KaHarOoB CBA3N

3awwra UMX ot yTe4ek no
TEXHU4ECKAM KaHanam

Mpumel
cepmcbuuupoaanublx C(K)3K

ExerogHeii ayaut UC UMNX
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YpoBHMU

3aLlUULLEHHOCTHU

nepCoHabHbIX

OaHHbIX NpuM  uX o0bpaboTke B

MHGOPMaLMOHHBbIX cuctemax UMX [onkHbl 0becneynBaTbCca BbiNoSHEHWEM TpeboBaHWUM,

KOoTopble NnpuBeaeHbl B Tabaumue.

R Ne TPEBEOBAHMUE KOMMEHTAPUH
1 TIpuHATVE OOKYMEHTA, ONpeLenoLWero [Monumuka 0omkHa onucbiBamb KOHKDEMHbIE CPOKU U Uesu
nonuTuky fepxarens (obnagarens) cbopa, obpabomku u xpaHeHus UTMX, ompaxams
® MaccyBa NepcoHasbHbIX AaHHbIX B npugepxeHHocmb pykogodcmea uensm 3awumsi UMMX;
OTHOLLEHWM 006pabOoTKN NepCOHanbHbIX onpedensmb HOPMbI OMBEMCMBEHHOCMU 3a HecobdeHue
BaHHbIX; mpeb0o8aHuli NoIUMUKU U 3aKOH08, 0eKTapuposams
cmpoeoe cobmodeHue mpebosaruli 8 obacmu 3auums! u
o uHgbopmupogaHusi Cybbekma o Kaxdom crydae USMEHeHUs
unu docmyna k aksemnnspy UMX; e MNonumuke makxe
00MKHbI OMPaxambCs 8Ce 803MOXHbIE Cydau, koeda
Lepxamenb domkeH u He domkeH nepedasamb
nepcoHarbHble 0aHHble mpembuM fuyam, npedocmasnsms
um docmyn.
° 2 [osepeHve copepxanus Monutukn 8o Monumuxa UTX He sensemcs cekpemHbiM uu cyeybo
pabOTHWKOB W KOHTPAreHTOB AepaTenst 8HYMPEHHUM GOKYMEHMOM — 3MO €80e00pasHbIl
® (obnapatens) maccmBa nepcoHanbHbIX OexnapamueHbiti do20sop mexdy Cybbekmom u
LaHHbIX; Lepxamernem maccusa nepcoHasibHbIX 0aHHbIX O
COBMECMHOM UCNO/b308aHUU NEPCOHalbHbIX OaHHbIX. Tekcm
nonumuku domkeH bbimb 0buwedocmynHbiM, 8noms 0o
o nybnukayuu e2o Ha eeb-calime.
P 3 HasHaueHwe nuua (nuy), OTBETCTBEHHbIX 38 B kaxdol opeaHu3ayuu 00mkHO bbimb onpedeneHo
obecneyeHne 6e30MacHOCTM NEPCOHANbHBIX  0OMBEMCMBEHHOE NULO, OMBeYaWee 3a peanu3ayuro
® AaHHbIX Npu 1x 0bpaboTke B nyHkmoe u nonoxenrud Monumuku UMX. Ogpuyep no
MHE(OPMALMOHHBIX CUCTEMAX W 3auyume NepcoHasbHbIX OaHHbIX OOmKEH Obimb
NPOBEAEHNEM WX MHCTPYKTaXa no KOMNEemeHMHbIM KaK C MOYKU 3pEHUS 3HaHUSs HOPMamuBHbIX
TpeboBaHusAM 3akoHa KbIprbi3ckoi aKkmos, maK U UX MeXHUYECK020 UsTU Op2aHU3ayUOHHO20
([ Pecny6nuku «O6 nHdopmaLmm npuMeHeHus. 3mo Xe nuyo ocywecmensem KOHmposb 3a
NepcoHanLHOro xapaktepay 1 Apyrux cobnrodeHuem lNonumuku 8 npedenax gceli opaaHusayuu u
MOA33KOHHbIX AKTOB; 0aém pekomeHOayuu no 8HECEHUIO U3MEHEHULI 8 NPOUECChI,
MEXHUYECKOe OCHauWjeHue uu 00KyMeHmauyuo.
Lonyckaemcsi cosmeweHue donmxkHocmu ogpuyepa ho
3awume UFIX ¢ domkHoCMbIO0 oghuyepa no
UHGhopmayuoHHoU 6esonacHocmu, HO 80 u3bexaHue
KOHGh/IUKMa UHMepecos 3mo Uy He MoXem 3amewjams
domxkHocmb UT-cneyuanucma (cucmemMHo20
admuHucmpamopa), omeevatouie20 3a skcnnyamauuro NC
nrx.
s 4 OcyLecTBrneHne BHYTPEHHErO KOHTPONS Lexnapayus lNonumuku u HeOpeHuUe coomeemcmeyrwux
CO0TBETCTBUS 00pabOTKN NEPCOHANbHBIX mep 3awumsi 6e3 peaynsapHo20 nodmeepxAeHus, Ymo ece
® AaHHbIX TpeboBaHusM 3akoHa Kblprblackoih  npoueccsk! pabomatom u oHU pabomarom O0mKHbIM 06pa30M,
Pecny6nukn «O6 nHdopmavmn ompuyamesbHO CKasbigaemcs Ha 3ghghekmusHoCmu
nepcoHarnbHOro xapakrepay, 1 npednpuHsambix mep 3awumsi UIX. KoHmpons 0omxeH
NOAYNHEHHBIX NOA3AKOHHBIX aKTOB, MHbIX OCyWecmensimsCs Ha pegynsipHoU 0CHose,
[ ] AOKYMEHTOB, NPUHSTLIX MO BOMpOCaM 0meemcmeeHHbIM 3@ 3MO IULOM, C OMYEMOM 8bICLIEMY

O6p860TKVI nepcoHanbHbIX AaHHbIX;

pykosodcmey U ¢ 06si3amesibHbIM CoxpaHeHueM cnedos
NPOBEpOK.
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TPEBOBAHUE

KOMMEHTAPUH

BkrioyeHue B TpyLOBble 4OrOBOPbI 1
[OMKHOCTHbIE UHCTPYKLMK PabOTHUKOB
Aepxartens (obnagatens) Maccusa
nepcoHanbHbIX AaHHbIX UX 06513aHHOCTEN B
OTHOLLEHUM 06paboTkN NepCoHanbHbIX
[aHHbIX, MOMNOXEHMIA O HEYKOCHUTENEHOM
cobnropeHnn TpeboeaHnin 3akoHa
Kbiprbiackoit Pecnybnuku «O6 nHdbopmaLmm
MepCoHarbHOro XapakTepay, U HaCTOSILLMX
TpeboBaHui, UHbIX JOKYMEHTOB, MPUHSATHIX
no Bonpocam 06paboTku nepcoHarnbHbIX
AaHHbIX;

BepneHue (Ha bymaxxHOM HOCUTENE WK B
3NEKTPOHHOM BMAE) XypHana y4éTa
MaLLMHHbIX HOCUTENEN NePCOHaMbHbIX
AaHHbIX W CTIUCKa ML, B YbW JOMKHOCTHbIE
00513aHHOCTM BXOANT AOCTYN K
nepcoHarnbHbIM AaHHbIM;

[pu KaxooM BBOAE NEPCOHAMNbHBIX AaHHbIX
B cucTemy 06paboTku faHHbIX, @ TaKkke npu
W3MEHEHWN UMK YHUYTOXKEHUN TaKWNX [aHHbIX
- yKasaHwue nuua, ocyLLeCTBMBLIErO BBOA
(M3MEHeHWe, YHUYTOKEHWE) TaknNX AaHHDIX,
AaTbl N BPEMEHM COBEPLUEHNS OnepaLuy;

Co3gaHue He pexe OHOro pasa B CYTKM
Pe3epBHOI KOMUK akTyanbHbIX
nepcoHanbHbIX JaHHbIX, 06pabaTbiBaeMbix
B MHChOPMALIMOHHON cucTeMe
nepCoHarnbHbIX JaHHBbIX;

Kax0bili compyOHUK 00/mKeH 0CO3Hagamb 8aXHOCMb
obecneyerus 3awumsi UIMX, 4mo moxem bbimb
docmueHymo 3a cYyém 518H020 UHGhOPMUPOBAHUS
compyOHUKO8, UHCMPyKmasxel U 8HECEHUEM
€00MeememeyrujUx nooxeHul 8 mpydossie 002080pa.
BaxHo eHecmu nyHkm o coobpasHol ducyunnuHapHol u
npoyeli, ennoms 00 y20/108HOL, OM8eMCMBEHHOCMU 3a
Hecobmo0eHue 8HYMPEHHUX U 8HEWHUX mpebosaHuli 0
6esonacHocmu UMIX.

Omo mpebosaHue s8r5emcs YaCmHbIM Clly4yaem
2eHepanbHo20 NPoyecca ynpaseHus UHGOPMayUOHHbIMU
akmugamu. Kak u 8 cryqae ¢ obujum nodxo0om,
obs3bigarOWuM 8edeHUE akmyanbHO20 peecmpa 8Cex
3HaYUMbIX UHGhOPMAYUOHHBIX CUCMEM U akmugos, Ors
obecneyerus 3auums! MIMX komnaHuu Heobxodumo umems
npedcmagrneHue, 8 Kakom Kofuyecmee (Kou4yecmeo konud,
3K3emnnapos), 20€ U Kak XpaHsmcs NepcoHarnbHbie aHHbIe,
Kmo umeem K Hum docmyn.

TpebogaHue k dusaliHy uHghopmMayuOHHOU cucmemsl. B
bonbLuHcMmee cy4aes, UCNoHeHUe 3mozo mpebosaHus
peanu308aHo No yMoTYaHuk — 60bLIUHCMBO COBPEMEHHBIX
u Oaxe ycmapeswux cucmeM nNPoMbIWTEHHO20,
KopnopamueHo20 HazHa4eHus obradatom Heobxodumbiv
(hyHKUUOHaMoM, Goukcupyrowum docmyn K mem U UHbIM
OaHHbIM, 8KITIO4Yasi NepcoHarbHble. B npomusHom criy4ae,
€C/1U 8 Ucnonb3yemol UHEOPMayUOHHOU cucmeme
¢hukcayus noeuHa, muna 0eticmeuti, damb! U 8peMeHU npu
uameHeHuu (68ode, ydaneHuu) OaHHbIX He peanu3o8aHo, mo
npumeHeHue makol cucmemb! 0511 06pabomKu U XpaHeHUs
nepcoHasbHbIX daHHbIX A0mKEH BbIMb UCKITYEHO.
Co30aHue pe3epsHbIX konuli 1tobbix munos daHHbIX, He
MOJIbKO NEPCOHalbHbIX, A8ISEMCS APKUM NPUMEPOM JTy4YUIUX
MUPOBbIX NPakmuk, crnedogaHue KomopbiM N0380UM
docmuyb Hadnexauwe20 yposHs UHhOPMaYUOHHOU
besonacHocmu, HenpepbIBHOCMU 0essmeTbHOCMU U
onepamueHO20 80CCMAaHOBIEHUS onepayuli 8 criyyae ux
803MOXHO020 npepbigaHus. [lpu opaaHusayuu npoyecca
DE3EPBHO20 KONUPOBaHUS 8aXHO Npedycmompems 3awumy
cucmem xpaHeHusi OaHHbIX pe3epeHbIX konud, onpedenums
pacnucaHue, 0603Ha4umb Mepbl KOHMPONS ycnewHocmu
(unu HeycnewHocmu) 8bINOTHEHUS Pe3epeHbIX Konuli 8
asmomamu3upo8aHHOM PEXUME, a makxe npedycmompems
npouedypbi pezynsipHoeo, He pexe pa3a 8 Mecsu,
mecmuposaHUsi Pe3epaHbIX Konuli Ha npedmem ux
KOHCUCMEHMHOCMU U NPUMEHUMOCMU.
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TPEBOBAHUE

KOMMEHTAPUH

10

[MpoekTnpoBaHue MHHOPMAaLMOHHOM
CMCTEMBI N Mep N0 €€ PasBUTHIO C Y4ETOM
xapakTtepa obpabaTbiBaeMbIX B HE
nepcoHarnbHbIX JaHHbIX 1 HE0BX0AUMOCTH
VX 3aLLMUTHI;

OueHka athheKTUBHOCTM NPUHUMAEMbIX MEP
no obecneyeruto GezonacHoCTy
nepcoHanbHbIX AaHHbIX [0 BBOAA B
aKcnnyaTaumio MHOPMaLMOHHON CUCTEMBI
¥ nepeg 3HauuTenbHbIMIU 0BHOBNEHUSIMM
(pacLumpernaMn) MHOPMALIMOHHO
CUCTEMbI, MPOBOAMMON YNOTHOMOYEHHBIM
rOCYAapPCTBEHHbIM OPraHoOM No
nepcoHanbHbIM AaHHBLIM W/
AKKpEMTOBAHHBIMM OpraHamu OLEHKM
COOTBETCTBUSA B 06nacTy obecneyeHns
TpeboBaHuit 6e30MacHOCTH NePCOHaNbHbIX
AaHHbIX;

WHaqe amo mpebogaHue 8 MUPOBOU npakmuke 3aujume!
nepcoHanbHbIX daHHbIX Hasbieaemces «Data Privacy by
Designy». Cmbicii amux mpebosaHull 3akno4aemcs 8 mom,
4mobbI NpUMEHsIEMbIE UHGOPMAUUOHHBIE CUCMEMbI
U3HavasnbHo bbinu paspabomansbl ¢ yuémom mpebogaHud,
obecneyusarwjux peanusayuro Komniekca Mep no 3awume
nepcoHasbHbIX 0aHHbIX. B yacmHom criydae, 3mo Moxem
nompebosams 211ybokoli nepepabomku cywecmeytouwiel
UHGhOPMALUOHHOU cucmembl 1ub0o NOTHO20 3aMELEHUS Ha
HOBYI0 UH(hOPMAUUOHHYIO cucmemy, UsHaqanbHO
omeeyatowyro delicmeyrowum mpebogaHusam. bnazodaps
cywecmeyrowieli npURYUNUabHOU cxoxecmu Mexoy
3akoHom KP Ne58 u aHanoeuyHbimu egponetickumu (GDPR),
poccutickumu (152-®3) u amepuxaHckumu (Privacy Act of
1974, Privacy Protection Act of 198, SP 800-122)
3aKoHo0ameslbHbIMU UHUYUamusamu, paspabambieaembie 8
Hacmosiujee 8pemsi NPOMbILWTEHHbIE 3apybexHbIe
UHGhOpMALUOHHbIE CUCMEMbI 3apaHee coomeemcmeyom
cambIM XECmKUM mpebosaHusm K nopsioky obpabomku u
XPaHeHUs NePCOHabHbIX 0aHHbIX.

TpebosaHue 0bsi3bi8aem [lepxamensi maccusa
nepcoHasbHbIX 0aHHbIX yeedoMIMb yNOTHOMOYEHHbIL
20cydapcmeeHHbIll opaaH No NEPCOHabHbIM OaHHbIM O
npoucxodsuux usmereHusix ¢ IC UIX, nocne yeao bydem
NpUHUMambCsi pewerue o0 HeobxoduMocmu npogedeHus
dononHUMenbHoOU 04HOU U 3a04HOU (no AoKymeHmam
pa3pabomyuka) npogepke o coomsememeuu UC
Hacmosuum mpebosaHusm.
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Ne TPEBEOBAHME

KOMMEHTAPUH

11 TpumeHeHue LWnpoBanbHbIX
(kpunTorpadMyecknx) CpeacTB 3aLnTh
MHEOPMALMK, COOTBETCTBYHOLLMX
TEXHUYECKUM TPeBOBaHWAM K TakuM
CpeacTBam, Ans UCKMIOYEHUS
HEeCaHKLMOHMPOBAHHOrO OCTYNa K
nepcoHanbHbIM AaHHBIM, UX
NpegHaMEPEHHOTO UMK Cy4YanHoro
W3MEHEHMS TN YHUHYTOXKEHUS;

12 LleHTpanu3oBaHHOE ynpaBneHue CUCTeMON
3aLNThI NEPCOHANbHbIX JAHHbIX, B TOM
yucne, NyTéM co3gaHus CTPYKTYPHOrO
noapasgeneHnsi, OTBETCTBEHHOMO 3a
peanu3aumio HacTosAwmx TpeboBaHui;

lMpumeHeHue anzopummos wugposaHusi ¢ 00HOU CMOPOHbI
NOJTHOCMbIO UCKITKO4Yaem 803MOXHocmu 0ns
KOMNpoMemayuu nepcoHasbHbIX 0aHHbIX NPuU
HecaHKYUOoHUpogaHHoM docmyne, ¢ Opy20li CMOpPOHbI
Haknalbigaem Cyw,eCmeeHHbIe 02paHUYeHUs1 Ha NOPsI0oK
docmyna Kk 0aHHbIM, Hax0AaWUMCS 8 «20psiHeM» docmyne
npu pabome 8 pexume peanbHO20 8pemeHu. Pasymeemcs,
PE3EePBHbIE KONUU U NPOYUE «XONT0OHbIE» SK3EMNIISPbI
Maccugos nepcoHasibHbIX daHHbIX Hadexum wugposams 8
nbom cryyae, 8He 3agUCUMOCMU 0m NPedbSABAEMbIX
mpebosarull. [Mpu exibope peweHus 0ns WugposaHus
OaHHbIX «20psYea0» docmyna Heobxo0umo npogoduMb
KOMNITEKCHYIO0 OUEHKY 3¢heheKmUBHOCMU C y4EMOM CUSTBHBIX
u cnabbix CMOPOH paccMampugaeMoz0 pewieHus. Hanpumep,
WUGhpoBaHUE C UCNOSb308aHUEM MaK Ha3b1BaEMO20
«Macmep-knoya» obadaem CyueCmeeHHbIMU
Hedocmamkamu, ko20a 8cs UHhopmayusi 8 6ase daHHbIX
3auwughposaHa aneopummom fbozo yposHs
KpunmocmoUKoCmu, HO C UCNOJIb308aHUEM 00HO20 KiToya.
Cywecmesyrom peanusayuu, koeda Macmep-Kioy 6600uUmMcs
0meemcmeeHHbIM compydHUKOM Kaxdblli pas, koeda
UHGhOPMayLOHHas cucmema 3anyckaemcsi, Ho NOC/e 3moeo
ece OaHHble Oe-thakmo bydym docmynHbIMU 8
pacwugposaHHom gude. Takol eapuaHm NPUMEHEHUS
wuposaHus cyumaemces HedonycmumbiM. B Hexkomopbix
Opyaux peanusayusx makol xe Modenu wugppogaHus,
macmep-kioy docmyneH npakmuyecku f1rbomy compyoHuKy
01181 ucnosiHeHus cgoux AoMKHOCMHbIX 0bs13aHHOCMme, Ymo
makxe He omeeyaem mpebosaHusIM 0becneyeHus 3alumb|
WIIX. Mpu HedocmamoyHom obecneyeHuu bezonacHocmu
macmep-KIr4oM Moxem fie2ko 3agnadems U
3710yMbILTIEHHUK U nofy4ums 6ecnpensimemeeHHbIl K
docmyn K aHHbIM.

Omum mpebosaHuem obecneyusaemcs cosdaHue
0ononHUMenbHo20 KOHMypa 3alumbi CUCMEM U NPOUECCO8,
mak Unu uHave 80811e4EHHbIX 8 npouecchl ynpasneHus UIMX.
Mpu makom nodxode pasymHee 8ce2o hpedycmompems
pedu3aliH 8cex UHEHOPMaULOHHbBIX CLUCMEM makum 06pa3om,
ymobbi 3awuuiaemble NepPCOHarbHble daHHbIe Obiu
8bi0eseHbI 8 kayecmee omdenbHOU oxpaHaeMol
(wugppyemoli) cywHocmu, docmyn K KOMOPbIM CO CMOPOHbI
NPUKTa0HbIX UHGOPMAUUOHHBIX CUCMEM OCYWEeCmensncs
onocpedosaHHo, Yepe3 8bI0eneHHbIl jump-cepsep, ¢
Jl022uposaHuem ecex cobbimuti. lMpu He803MOXHOCMU
peanusayuu makoao cnocoba obecnedeHus
KoHmponupyemoz2o docmyna K 0aHHbIM, 8bI0€NeHHbIl
OenapmameHm no 3awume WIMX domkeH obecneyums He
meHee IhheKkmusHbIi KOHMPONb 3a oCMynoM K
nepcoHasbHbIM 0aHHbIM 3@ CYEM NPUMEHEHUS
coomeemcmayroLux adMUHUCMPamUHbIX,
Op2aHu3ayUOHHbIX U mexHuyeckux mep. Oxudaemcs, Ymo
eepmukasb Nod4uHeHuUsi makozo denapmameHma He 6ydem
npusodUMb K KOHGbIIUKMY UHMepPecos, ko2da e20
compydHuku 6ydym nocmaeneHbi neped ghakmom
KOHMpOnuposams camux cebs.
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R Ne TPEBOBAHUE KOMMEHTAPUHM
13 YcTaHoBNEHWe CUCTEMbI KOHTpONS KoHmpornb gpusuyeckoli beaonacHocmu sensiemcs 6a3osbim
MOMELLIEHMIA, B KOTOPbIX YCTAHOBNEHA mpebogaHuem obuell cucmembl obecneyeHus
® WH(OPMALMOHHas cucTema, No3BONALWEA  UHhopMayuoHHOL 6630nacHOCMU U N0 yMOYaHUIo
OrpaHNunTL U3UYECKUIA BOCTYN K peanusyemcs 8 kadecmee 00H020 U3 NepsbIX NYHKMO8
TEXHUYECKUM CpeLiCTBaM MH(OpMaLMOHHO  obecneveHusi M6 Ha npednpusmuu. Peanu3ayusi 3moz2o
CMCTEMBI TOMBKO TEMU NULLAMK, KOTOPLIM nyHKMa 3aKm4aemcs 8 ycmaHossieHuu 00NOTHUMENbHbIX
npefocTaBneHbl COOTBETCTBYHOLME mep KOHmpOo#si npu 0ocmyne K Cepe8epHbIM NOMELEHUSIM:
MOMHOMOYNS; 8udeoHabodeHue, a8momMamu3uposaHHas gukcayus xoda
3a cYém yCmaHoBKU 31eKMPOHHbIX AamyuKo8 OBUKEHUS,
OmMKpbImus dsepell U 3M1eKMPOHHO-MEXaHUYECKUX 3aMKO8 8
pamkax obuwjel unu YyacmHoU cucmeMb! KOHMPONs U
ynpagneHus 0ocmynom. Xopowel npakmukol sensemcs
XypHanuposaHue cobbimuli docmyna 8 3auwjuuijaemoe
nomeuwjeHue — eedeHue peecmpa 3anuceli 0 NpuyUHax
nocewjeHull, — u pe2ynsapHbIl KOHMPOIb, YMO COMPYOHUKU
He npeHebpezarom amot npouedypod.
14 BepeHue aBTOMATMYECKOrO MEKTPOHHOMO Peanusayus amozo mpebogaHusi HECMOMPS Ha KaXyWwyrcs
XypHana (rora), dmKcupytoLLero Bce CIIOXHOCMb 58/159€mcs 8nosIHe 00CMUXUMOU WmamHbIMU
® onepawym ¢ NepcoHanbHbIMU AaHHBIMK, C cpedcmeamu u uHcmpymeHmamu. 1o ycmompeHuto
obecneyeHneM HEBO3MOXHOCTI BHECEHUS MEeXHUYeCKUX cneyuanucmos Moxem bbimb 8bibpaH 00uH U3
M3MEHEHWU B AaHHBIN XXyPHaN 3agHuM nPOMOKOs108 f022uposaHus (syslogd, rsyslog) ¢
yncrnom; 0653amesibHbIM COXpaHeHUe Peniuku f10e-3anucu Ha
8bI0eseHHb I 3awuwaems It 102-cepsep, 1Ubo 3mo Moxem
6bimb on-line pennukayus mabnu4yHo20 npocmpaHcmea 8
6ase OaHHbIX, omgeydaroulea0 3a sedeHue XypHana docmyna,
makxe Ha 8bideneHHbIl 102-cepgep. Takum 06pa3oM MOXHO
obecnequms Heghanbcubuyupyemyro ninowadky ¢
Aybnukamamu 510208 8Cex hpou3sedéHHbIX Oelicmeuli co
8CeX UHGOPMAUUOHHBIX cucmeM, Haxodsulyrcs nod
ynpasneHuem oguuepos no 3awume UMMX.
15 ObBecneyeHue pe3epBupoBaHns 1 Bbicokoi  Ocob0 KpUMUYHBIE UHEOPMAYLOHHBIE OHAUH-cUCMeMbI
AOCTYMHOCTY MHOPMALMOHHON CUCTEMBI Hadnexum aKcniyamuposams no Modenu Kiacmepa
® XpaHeHWs 1 06paboTk1 NEPCOHABHBIX 8bicokoli docmynHocmu (HA-cluster), HoObl Komopo2o
AaHHbIX B peanbHOM BpEMEHU W 00mxHbI 66Imb 2e02paghudecku omdaneHbl dpye om opyaa u
ABTOMATWYECKOrO 3NEKTPOHHOTO XKypHana, obecneyerbi pennukayueli ecex 0aHHbIX 8 Pexume
NpeayCMOTPEHHOTO MyHKTOM 14; pearnbHo20 epeMeHu. Tonbko makol cnocob Ha mekyuwjuli
MOMEHM 2apaHmupyem 8bICOKYt0 00CMyNHOCMb
KpUMUYeCKU-8axXHbIX OaHHbIX U 0becnequgaem ux
COXpaHHOCMb NPU HaCMyNJIeHUU MEXHO-, aHMPONO2EHHbIX
kamacmpoch npakmuyecku it06ol paspywarouwieli cusb|.
16 Hanuune aBTOMaTUYECKON CUCTEMBI Takue cucmembi Mo2ym 6bimb 8CMPOEHbI 8 Kadecmee
BbISIBIIEHUS M NPECeYeHus 00noIHUMeENbHO20 (hYHKUUOHaNa NPUKadHoU
o HeCaHKLMOHMPOBAHHOIO JOCTyNa K UHGhopMayuoHHOU cucmembi, mubo gocnpoussedeHb! 6 sude
nepcoHanbHbIM AaHHBIM, a TaKkke UX C8513H020 KOMNJIEKCA BHEWHUX 0p2aHU3aUUOHHbIX U
CNYYaNHOTO YHUYTOXKEHMUS UM U3MEHEHNS:,  MEXHUYECKUX peweHull, makux KaK eKro4as cucmemsl
MOHUMOPUH2a U pe3epsuposaHusi 110208, 1ubo xe Moaym
6bimb omdesnbHO-cmosawuMu cucmemamu knacca DLP (Data
Leak Prevention, cucmema npedomspalyeHusi ymeyek
OaHHnlIx), IDS/IPS (Intrusion Detection/Prevention System,
cucmema pacho3HasaHus/npedomapawjeHus 8mopxeHul) u
Opyaux.
s 17 Mcnonb30BaHue TOMbKO 3aLLMLLEHHBIX [ns ucnonHerus amo2o mpebosaHusi He0bxodumMo

KaHanoB CBs3W Npyu nepeaaye
nepcoHanbHbIX AaHHbIX U (Mn) JOCTyne K
HUM;

obecneyums C8A3HOCMb «KITUEHM—CEP8epy» UMu «cepeep—
cepsep» C UcnoIb308aHUEM 00HO020 U3 peweHuli no
Op2aHu3ayuU 3awuwéHHbIX myHHenel nepedayu daHHbIX
muna VPN L2 ¢ wugpposaruem unu VPN L3.
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WH(OPMALIMOHHBIX CUCTEM AepxaTens
(obrnagatens) maccuBa nepcoHarnbHbIX
AaHHbIX aBTOMATUYECKOrO 31EKTPOHHOIO
XypHana (nora), (uKkcupytoLLero Bce
onepauun ¢ NepcoHarbHbIMU LaHHbIMY,
YNOMHOMOYEHHBIM FOCYAaPCTBEHHbBIM
OpraHoM Mo NepcoHanbHbIM AaHHBIM W/
aKKpeaUTOBaHHbBIM OPraHoM OLiEHKM
COOTBETCTBUSA B 06nacTu obecneyeHus
TpeboBaHmit 6e30MacHOCTM NepCoHanbHbIX
AaHHbIX.

R Ne TPEBOBAHWE KOMMEHTAPUH
° 18  3awwTa nepcoHanbHbIX JaHHbIX OT yTeuek CHaimue uHghopmMayuu ¢ MexXHUYECK020 KaHana cea3u —

M0 TEXHUYECKIM KaHaram; CbEM cneyuarnbHbIMU MexXHUYecKUMU cpedcmeamu
Xapakmepucmuk 31ekmpoMagHUMHbIX unnu dpyaux
¢husuyeckux noneli, B03HUKaKWUX npu nepedaye
UHGhopmayuu no cemsm c8s3U, 8KOYast criabomoyHble
Ethernet-coe0uHeHus u onmuyeckue KaHanbl. [ns
ucnosHeHus: 3moao mpebosaHusi HadmeXum UCKIYUMb
nepedayy 0anHbix MIMX e He3awughposaHHOM 8ude No
TbbIM KaHanmam cesi3u, Oaxe e npedenax 3aujuLaeMoao
nepumempa obpabomku UIMX: no cemam cessu Ethernet
(U(S)TP, Optical Fiber), no menegpoHy (8 m. 4. 20m0com),
paduokaHany (Wi-Fi, GSM), hakcom usu ¢ ucnosb308aHuem
MamepuanbHbIx Hocumenel (Ha bymaze, pnawkax, CbEMHbIX
Ma2HUMHbIX, 1as3epHbIx, meepdomerbHbIxX AUCKax).

° 19 TpumeHeHWe CPeACTB 3aluTbI WcnonHeHue amo2o mpebosaHusi 803MOXHO Npu Hamuyuu

WHEOPMALMM /M UHEOPMALMOHHBIX YmeepKAEHHO20 peecmpa NPOBEPEHHBIX U PEKOMEHOYEMbIX

CUCTEM, NPOLUEeALNX B YCTAHOBMNEHHOM K ucnosnb308aHuto modenel cpedcmes 3aujumsi UHhOPMaYUU.

nopsigKe NpoLeaypy OLEHKN COOTBETCTBMS B

YNOTHOMOYEHHOM FOCyapCTBEHHOM OpraHe

Mo NePCOHaNbHbLIM AaHHbIM U/

aKKpeaMTOBAHHOM OpraHe OLIEHKM

COOTBETCTBUSA B 06nacTy obecneyeHns

TpeboBaHuit 6e30MacHOCTV NePCOHAMNbHBIX

[aHHbIX;

P 20  PerynspHbii (He MeHee 1 pa3a B rog) ayaut  Kak u e criydae peeysisipHbIM KOHmposiem 07151 «CuHe-

3€N1EHbIX» cucmem, npogedeHue peaynspHoO20 He3asLCUMOo20
8HewHe20 ayouma UHHOPMaUUOHHbIX CUCMEM C «KDPACHbIM»
pelimuHeom yzpo3 be3onacHocmu no3eossem nomy4ums
U3BECMHYK CMENeHb yY8epeHHOCMU U He3a8LUCUMOe
nodmeepxdeHue momy, Ymo gce Heobxodumble mpebogaHusi
cobodeHbl, conymemeyroujue NPoUecch 8bINOHAMCS
pe2ynsipHO, a KOHMPOSIbHbIE MEPbI ABMSHOMCA
aghchekmugHbIMU.
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Cornacue Cybbekta UMX

Mpouecc ynpasneHua UMX Bcerga HauMHaeTca C NOAYYEHUA COrnacuaA rpaxaaHuHa
Kak cybbeKkTa nepcoHanbHbIX AaHHbIX. Cornacve Ha ob6paboTKy NMepcoHaNbHbIX AAHHbIX
BbIPAXKAeTCA TPAKOAAHMHOM JIMYHO WM Yepe3 [O0BEpPEeHHOe NLO 6e3 NpUHYKOEeHUA,
OCO3HAHHO 1 B popme, NO3BONAOLLEN NOATBEPAUTL GAKT €ro NoNy4eHMA — KaKk NpaBuo, B
nucbmeHHoi ¢opme. Cornacne B Gopme 3/1EKTPOHHOTO JOKYMEHTA MOXKET BbITb NMPUHATO B
KayecTBe HOPMATUBHOIO U IETMTUMHOTO TO/IbKO B C/ly4Yae, eCIM OHO NOANUCAHO SNEKTPOHHOM
noanucbio, Kak 3TO onpegensetca 3akoHogatenoctBom KP. WHble ¢dopmbl nonyyeHus
cornacus, Hanpumep, B BUAE «rafiOMKM» HaANpoTMB NyHKTa Beb-canta «fA cornaceH ¢
06paboTKOM CBOMX MNEPCOHaNbHbIX AAHHbLIX», B 3aKOHOAATE/NbCTBE He onpeaeneHbl W
ABNAKOTCA HENETUTUMHbIMW.

Be3 ABHO BbIpaXKeHHOro, AOKYMEHTAa/IbHO NOATBEPXKAAEMOro COrnacus rpaxkgaHuHa
AanbHellee XxpaHeHne N 06paboTKa NepcoHasbHbIX AaHHbIX 3anpeLlaeTcs.

EChM YYPEMOEHME K MOMEHTY BCTYN/JIEHUA 3AKOHA Ob UIMX B cuny YXKE HAKOMWANO
ONPELENEHHDIN CBOA (MACCMB) NEPCOHA/IbHbIX AAHHbIX, OHO AOJ/TXKHO NPOBECTU COOTBETCTBYIOLLYIO
PABOTY MO MNPUBEAEHNIO BHYTPEHHUX HOPM U TEXCPEACTB B COOTBETCTBME C TPEBYEMbIM PEXUMOM
YNPABJIEHWA UMX, B TOM YUCANE U C MOMOLLbIO HACTOALLMX METOAUYECKMX PEKOMEHOALMA.

Mopagok nonydyeHma wn ¢opma cornacua Cybbekta WNX  perynmpyeTtcs
MoctaHoBneHnem lMpasutenbctea Koiprbiackon Pecnyb6amkum ot 21 HoAbpa 2017 roga Ne 759
«06 yTBepKAeHMM [TopAaaKa NONyYeHUA cornacua cybbeKkTa NepcoHanbHbIX AaHHbIX Ha cbop
n 0bpaboTKy ero MepcoHanbHbIX AaHHbIX, NOpAAKa U Gopmbl yBegomaeHUA cybbeKToB
NepCcoHaNbHbIX 4AHHbIX O Nepegaye UX NepCoHaNbHbIX AAaHHbIX TPETbEN CTOPOHEY.

[MepeyeHb TUMOBbIX MAeHTUUKaTopoB MIMX
B cooTBeTctBUMU C Tpe6OBaHVIﬂMM, ,Cl,epmaTenb MacCnBa NEPCOHa/IbHbIX AaHHbIX

0653aH onpeaennTb Kaxabli UAEHTUHUKATOP NEPCOHA/bHBIX AAHHbIX OTAENbHO U, B C/lyYae
HeobXoAMMOCTH, KaxKablih pa3 3anpawwmsatb coriacMe CybbekTa Ha 06paboTKy HOBOro
naeHtTnomkatopa UNX. Cpegn Hambonee pacnpocCTPaHEHHbIX WAEHTUPUKATOPOB MOMKHO
OTMETUTb CNeaytolne:
e damuauna, Mma M OTYEeCTBO (NperkHue damuama, Mms, OTYeCTBO, AaTa, MecTo U
NPUYMHA U3MEHEHMUSA (B C/ly4ae U3MEHEHUS);
e faTa U MeCTO POXKAEHUS;
® CBEAEHMs O Trpa)kgaHcTBe (B TOM uucne npegblayuwiee rparKAaHCTBO, WHble
rpak4aHCcTBa);
e (CBeJeHMe O CEMENHOM COCTaBe, CEeMeNHOM NOJIOKEHUMU;
e cBeaeHus 06 obpasoBaHWKM (HaMMeHOBaHME W rof, OKOHYaHMA obpasoBaTeNbHOMU

OopraHusauum, HaMMeHOBaHWE W PEeKBU3UTbl AOKymeHTa 06 o006pa3oBaHuM,
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KBannduKaLma, HanpaBaeHWe MOATOTOBKM WM CNELMaNbHOCTb MO AOKYMEHTY 06
obpasoBaHuK);

CBeAEHUA 0 HAaIMYMM YYEHOM CTEMNEHMU;

MHPOPMaLMA O BNALEHUM MHOCTPAHHBIMW A3bIKAMW, YPOBHE BNAAEHUA;

CNOPTMBHOE 3BaHWE, CMOPTUBHbBIN paspAs;

aApec MecTa XUTenbCTBa (MecTa npebbiBaHMA);

HOMEp KOHTAKTHOro TeniepoHa UK CBEAEHMA O APYrMX cnocobax cBAsw;

BUA, CEpUs, HOMEpP AOKYMEHTA, YA0CTOBEPAIOLLETNO IMYHOCTb, HAUMEHOBAHME OPraHa,
BblABLUErO €ro, AaTa BblAauu;

NMAEHTUPUKALMOHHbBIN HOMEP HaNoTroNIaTeNblUNKa;

NepcoHanbHbIA MAEHTUOUKALNOHHBINA HOMEP;

HOMep CTPaxoBOro CBUAETEIbCTBA 06A3aTeNbHOrO NEHCMOHHOTO CTPAXOBAHMS;
PEeKBM3UTbI Nonca 0683aTeNbHOro MegUUNMHCKOrO CTPaxoBaHuUS;

OTHOLLEHME K BOMHCKOM 06A3aHHOCTW, CBEAEHUA MO BOMHCKOMY YYETY (O18 rparkaaH,
npebbiBatoLWLMX B 3anace, U 1L, NOANEKALLMX NPU3bIBY HAa BOEHHYIO CNYXKOY);
cemMelrHoe NoNoXKeHMe, COCTaB CEMbMU;

CBeAeHuUs O TPYAOBOM AeATeNbHOCTM (BKAOYAs BOEHHYK Ccay»Kby, paboty no
COBMECTUTENbCTBY, NPeaNPUHUMATENbCKYHO AeATEeNIbHOCTb U T.1.);

rocyAapCTBEHHbIE Harpagbl, MHble Harpagabl M 3HAKWM OT/IMYMA (KeM HarpakaéH wu
Korpa);

MHPOPMaLUA O HAINYMUU MO0 OTCYTCTBUMU CYAUMOCTY;

CBeAeHMs 0 JoxoAax, pacxogax, 06 nmyuiecrse n 06a3aTeNlbCTBax UMYLLECTBEHHOIO
XapakTepa;

Nn4yHaa poTorpadus.
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dopma nonyveHuna cornacua Ha obpaboTky NIMX
TunoBaa ¢opma nonyyeHua cornacus ANA rocyAapCTBEHHbIX (MyHMLUMNANbHbIX)

opraHoB Kblprbi3cKov pecnybiMKu BbIrnaguT cneayrowmm obpasom:

Cornacue cyfbekTa nepcoHanbHbIX AaHHbIX Ha cGop n 06paboTky ero nepcoHanbHbIX AaHHbIX

T. BuLKek 25 pexabpn 2019t
A, Keoyydewol dpmen Basmudtnolin
Eamnnuﬂ A, o:ru Bl:h » 1 wan, “5 1 3

NpOXWBALLNIA NO agpecy:

[loKyMeHT, yA0CTOBEPSIOLLMIA NIMHHOCTD: fD—Wm cepus AN Ne 123‘}567
(BMA OOKyMeHTa)
BhIAaH 15/10/2012 e MKK 50-55
(nara Beigaun) (keM BblgaH)

¢BOGOAHO, GCOSHEHHO, N0 CEOeil Bone aato cornacke  SAT C Owmadieroce p-na APHA [CTPC npu NKP

(HauMeHOBaHMe, agpec coOCTBEHHMKA MW BNAAeNLLA MHGOPMALMOHHOR crcTemsl, PUO obpaboTunka)

* Ha obpaboTky (nioban onepauws wnu Habop onepauwii, BbINOMHAEMBIX HesaBucuMo OT cnocoboB gepxateneM (obnapatenem)
nepcoHanbHbIX AaHHbIX MMBo No ero nopyd4eHuio, asTOMATUYECKUMKU CpeacTBaMu Wnu Bes TakoBwlX, B Lenax cbopa, sanmcw,
XpaHeHWA, akTyanusaLim, rpynnuposky, BRoKMPeBaHWA, CTUPaHKA ¥ paspyLUEHH NepcoHanbHbIX AaHHbIX),

a TaKKe Ha:

* nepefadqy nepcoHaneHblX AaHHbIX (MpefocTaBneHve Aepwatenem (obnagatenem) nepcoHanbHbIX AaHHbIX TPETBMM MULUAM B
cooTBeTcTBMM € 3akoHoM Kbiprbiscko PecnyBnvikn "06 wHopMaLuMM MNepcoHanbHOro Xapaktepa' M MEWZyHapoaHbIMU
[0roBOpamMu;

C TpaHCrpaHWYHYl nepegady NepcoHanbHblX AaHHbIX (Mepefava  Aepwatenem (obnajateneM) nepcoHanbHbIX [AaHHBIX
a.ep)gTennM Haxtflnu.;mcn nof KPUCANKLNER APYTYX FOGYAAPCTE) CNESYILLMX NEPCOHANEHEIX 4aHHBIX:

1
2
3
4.
5. Hemep nacnopna
6.
7
8
B

bllLEYKa3aHHbIE NEPCOHaNbHblE AaHHble NPefocTaensA ans ofpaboTkM B UENsX NpeAoCTaBNEHWS MHE TOCYAapCTBEHHOM
(MyHMLMNANLHOI) yenyru P"’"“""‘M fpoutating

(ykasaTb HaMMeHoBaHWe ycryru)

1 o3HakomneH(a) ¢ Tem, 4To:

1) cornacve Ha obpaBoTKy NepcoHanbHbIX SaHHbIX OElCTBYET ¢ faThl MOAMMCAHMA HACTOSILLErO COrMacus B TEYEHWe BCEro cpoka
NPEenocTaBNeHNs MHE TOCYSAPCTBEHHOM (MYHULMNANBHOR) YCnyrM M XpaHeHWs JaHHbiX 06 OKa3aHHOW ycriyre B COOTBETCTBMM €
3aKoHoAaTenscTBOM Kblprbiackoli PecnyBrinku;

2) cornacue Ha ofpaboTky nepcoHanbHbIX faHHBIX MOXKeT BbiTh 0TO3BAHO HA OCHOBAHWM MUCBMEHHOTO 3aABMEHUA B NPOM3BOMEHON
thopme;

3) B cnyyae oT3biBa cormackst Ha obpaboTky nepcoHanbHbIX faHHeIX 0BpaboTka MOMX MEPCOHambHBIX LaHHbIX MOMHOCTED WK
YacTWYHO MOXeT DbITb NPOACIKEHA B COOTBETCTBMM CO cTathaAMM 5 M 15 3akoHa Kbiprbisckoi Pecny6nuim ¢«O6 wHopmaumm
NepcoHansHoro Xapaktepan.

[ata Ha4ana 06paboTki NepcoHanbHbIX AaHHbIX: 25 Guadpa 2019 i

(4ncno, mecaL, rof)

25 guadpa 2019r.

SBK oy dlebheol— Kogae 0. 5.

I'Io.qﬁffl b

Mpwn paspaboTke cobCTBEHHOW GOPMbI MOAYYEHMA corlacus  Heobxoammo

obA3aTenbHO OTpPa3nTb cneayrowme sa*XHble NMNOJIOKEHUA!

NpaBOBble OCHOBaHMA 06paboTKM NEePCOHaNbHbIX AAHHbIX;

Lenm o6paboTKM NePCOHaNbHbIX AaHHbIX;

cnocobbl 06paboTKM NepcoHaNbHbIX AaHHbIX;

HaMMeHOBaHME U MeCTO HaxoxKaeHua pgepskatens (obnagatena) maccusa
NepPCoOHaNbHbIX AAHHbIX,

cBeAeHus o nLax (3a uckaveHnem paboTHUKOB AeprkaTtens (obnagartens), KoTopbie
MMEIT AO0CTYN K MepPCOHaNbHbIM [AaHHbIM MAM KOTOPbIM MOTYT ObiTb NepeaaHsbl
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nepcoHasbHble AaHHble HAa OCHOBAaHMM [OroBopa C Aeprkatenem (obnapatenem)
MaccuBa NepCcoHaNbHbIX AAHHbIX W HA OCHOBAHWW 3aKOHQ;

McyepnbIBaloLWMI CNMCOK 06pabaTbiBaeMblX NEPCOHANbHbIX AAHHbIX, OTHOCALLMECA K
COOTBETCTBYIOLWEMY CYObEKTY NEPCOHA/bHbIX AAHHbIX;

MCTOYHMK NONYYEHMA NEPCOHA/IbHbLIX AAHHbIX, €C/IM OHW NOyYeHbl He OT CybbeKTa;
CPOKM 06pabOTKM NepPCOHaNbHbIX AaHHbIX;

CPOKM XpaHEHWA MepCOoHasbHbIX [aHHbIX MOCNEe OKOHYaHUSA CpPOKa 06paboTku
(OKOHYaHMA NpefoCcTaBAEHUA YCAYT, NPEKPALLEHUS A0r0BOpPa);

nHdopmaLmio 06 ocyLLEeCTBNEHHOW UM O NpeanonaraeMon nepesaye nepcoHasbHbIX
AAHHbIX TPETbUM NULAM, BKtOYas GaKTbl TPAHCTPAHUYHOW Nepeaayn.
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BHeapeHne pexxnma 06paboTkM NepcoHanbHbIX AaHHbIX

Ba)XHO OTMETUTb, YTO HaAUuMe YTBEPXKAEHHbLIX GOPMAN30BAHHbLIX LOKYMEHTOB,
YUYMTbIBAOWMNX HeobxoaAumble acnekTbl ynpaBaeHua WHboOpMaLMen MepcoHabHOro
XapaKTepa, HeobxoaMmMo Aas TOro, YToObl AOHECTN A0 BCeX 3a4eCTBOBaHHbIX CTOPOH Lienn
M 3334 PEXMMA 3aLLMTbl NEPCOHA/bHbIX AAHHbIX, MPOAEMOHCTPUPOBATb MX BAXKHOCTb U
06A3aTeNbHOCTb NPUMEHeHUA. Cuctema [OKYMEHTAUMM, Perynvpylowas Te WAW UHble
obnactn 3awmtbl UMNX, Heobxoamma AnA o6BOCHOBAHMA BBEAEHUA 3aWMUTHbIX Mep B
OpraHusaumm, NPUMeHEHNA afeKBATHbIX Mep OTBETCTBEHHOCTM B C/lydae YMbILWAEHHOIO UK
CNy4YaiiHOro npeHebpexeHns MMMU.

MosToMy Haya/so BHEAPEHWSs MNPOUCXOAUT C pPa3paboTKM MNONHOrO KOMMAEKTa
[OKYMEHTOB C MOCNeAylOWEM BHeApPeHUMEeM MPeAyCMOTPEHHbIX B AOKYMEHTax
OPraHM3auUMOHHbIX W OpraHU3aLMOHHO-TEXHUYECKMX Mmep. Pa3paboTka, yTBepKAeHue
BbICLUMM PYKOBOZCTBOM U NOAJEP!KaHME B aKTya/lbHOM COCTOAHWU AOKYMEHTOB B 061actu
3alWMTbl MEePCOHaNbHbIX AAHHbIX MO3BOAAKT MONYYUTb YBEPEHHOCTb, UYTO BCE CTOPOHbI
npoueccoB 3awmTbl UMX HaxoaAaTcs B e€4MHOM PeryiauuMoHHOM Mosfe U crnocobeTeytoT
[OCTUMKEHUIO BCEX YTBEPXAEHHbLIX Lenei B 06nactm obecneyeHMa Haa/exKalero ypoBHSA
nHGOpPMaLMOHHOM 6e30MacHOCTM B COOTBETCTBUM C TPeboBaHUAMM 3aKOHOAATENbCTBA.

Mopnep’kaHMe AOKYMEHTAUMM B aKTya/lbHOM COCTOAHMM, OTPaKaloLWem peanbHble
ycnosua ¢GyHKUMOHMPOBAHMA MHPOPMALMOHHbIX cucTem, 06pabaTbiBalOLMX U XPAHALLMX
nepcoHanbHble AaHHble, ABASETCA 06A3aTeIbHbIM YCN0BMEM AnA obecneyeHnA NPo3pPaYvHoro
npouecca ynpasneHna MWMNX. [na 3Toro opraHusaumMam pekomeHayeTcaA BHeapuTb
LMKANYECKM MOBTOPAIOWMACA MPOLECC NPUHATMA peleHnin B cohepe 3awmtbl UNMX,
aencreyowmin no npuHuuny Aémudra-Lyxapta, nHaye HasbiBaembint PDCA (aHrn. «Plan-Do-
Check-Act» — nnaHUpoOBaHMeE-AENCTBUE-NPOBEPKA-KOPPEKTUPOBKA).

MeTtogonorna PDCA npeactasnseT coboi NpocTenilnii NoBTOPAOWMNCA airOPUTM
OEeNCTBUI pyKoBOAUTENA MO YNPAB/IEHUIO NMPOLECCOM W AOCTUMKEHUIO ero uenenn. Lumkn
ynpaB/ieHNss HAYMHAETCA C N1IAHUPOBAHUS:

e [lnaHupoBaHMe — pa3paboTKa AOKYMEHTOB, YCTaHOBAEHME LIE/IEM U NPOLLECCOB,
TpebyemMblXx 3aKOHOAATENbCTBOM, M/AaHMPOBaHWE paboT nNo  AOCTUNKEHUIO
TpebyemMoro YypOBHA COOTBETCTBMA, a TaKKe NNAHUPOBaAHME BblAeNEHUs U
pacnpeaeneHna HeobxoanMblIx pecypcos, GopmupoBaHue brogKeTa 3aKynokK.

e BbinonHeHMe — BbIMNO/NHEHME 3anNaHNPOBaHHbIX PaborT.

e [lpoBepKa — cHbop MHGOPMaALMMN N KOHTPOb pe3ynbTaTa, NOYYMBLLIErOCA B XO4€E
BbINOJIHEHMA Npoueayp BHegpeHuA 3awnTHbIX mep UMX, BbiaBneHne U aHanus
OTK/IOHEHUI, YCTAHOB/JIEHME MNPUYMH OTKAOHEHMIW. Kak npaBwno, 3TOoT 3Tan

HacTynaeT NPMMePHO Yepes rog nocsie cTapTa nepsoi ¢asbl LMKAa.
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e BosgeitctBue (ynpaBneHWe, KOPPEKTUPOBKA) — NPUHATME MEP MO YCTPAHEHMUIO
MPUYMH OTKJOHEHMI OT 3aNNaHNMPOBAHHOIO pe3ynbTaTta, BHECEHUE U3MEHEHWI B
paHee pa3paboTaHHble AOKYMEHTbl, U3MEHEHME MNAHOB MO PacnpeseneHuo
pecypcos. MNepe3anycKk uukna.

Llenb 3aWmTbl NepCOHAIbHbIX AaHHbIX
3akoH No58 onucbiBaeT He NPOCTO TPebOBaHMA K 3alMTe CUCTEM WU CEepPBEPOB, a

ycnosus 0b6paboTKM NepcoHasibHbIX AaHHbIX rpaxaaH. Moatomy cobnogeHne 3akoHa Ne58
HauMHAeTCca He C aHTMBMpPYca U dalipBona, a C Pa3paboTKM AOKYMEHTOB M MOCTaHOBKMU
COOTBETCTBYIOLWMX  OPraHU3aUMOHHbIX W  OPraHU3aUMOHHO-TEXHUYECKMX  MpOoLEeccoB
ynpasneHus. YNo/JIHOMOYEHHbIN rOCYyAapCTBEHHbIM OpraH No MNepcoHasibHbIM AAHHbIM B
nepsyto oyepeab bynet TpeboBaTb He NpPocTo obecrneyeHua 3alWUTbl COOTBETCTBYHOLLIMMMU
TEXHUYECKMMU CcpeacTBaMKM, a cobaof4eHMAa MpPaBoOBbIX OCHOBaHUMA ans 06paboTku
NepCoHaNbHbIX AaHHbIX, TAKMX KaK:
® C KaKol uenblo opraHn3aumnsa cobmpaeT NepcoHanbHble AaHHble rpaXKaaH;
® COOTBETCTBYET /1M 3aAB/IEHHAnA Le b PeanbHbiM NOTPebHOCTAM opraHu3aLmm;
e He cobupaeT M opraHM3aums NepcoHanbHbIX 4aHHbIX 6onblle, Yem 3To TpebyeTca
ANnA eé uenu;
® CyWecTBYeT /N NOAUTUKa 06paboTKM MHPOopMaLMK NepCcoHaNbHOrO XapaKTepa,
HAaCKO/IbKO OHa WCMNONHAETCA W COoOoTBeTcTByeT TpeboBaHMAM 3aKoHa U
AeKnapupyembiM uenam obpabotkum UMX;
e onpeaeneHbl NN CPOKM XPaHEHWS MEPCOHANbHbIX AAHHbIX, HACKOJIbKO OHMU
06bEKTUBHDbI;
e umeetca nn cornace CybvektoB UMX o cbope, obpaboTke, xpaHeHWUM, Ha
TPaHCrpaHW4Hyo Nepeaayy, Ha 06paboTKy TPETbMMMU NMLLAMU;
® MMETCA NN UCTOPUYECKME [aHHble, CBUAETENbCTBA MCMONHEHUs TpeboBaHui
3aKkoHa No58;
® KOPPEKTHO 1 BeAETCA YYET 0b6palLeHNI rpaxkaaH, MaTepuanbHbIX HoCUTeNeln m

aksemnnapos UMX.

OTBETbI HA 3TN M ApyrMe NoAo6Hble BONPOCHI, @ TAK}KE CamMM YNPaBASOLLME NPOLLECCHI,
[OJIKHbI 6bITb 3aPUKCMPOBAHbI B COOTBETCTBYHOLLMX AOKYMeHTax. M nvwb nocne cosgaHus
HeobXxoAMMbIX LOKYMEHTOB, HazHavYeHMA opuuepa no UMX n BHeApPEHUA COOTBETCTBYHOLLUX
NPOLLECCOB YMPaBAEHUA MOMXKHO MPUCTYNaTb K NOAO60PY KOHKPETHbLIX Mep 3aLuTbl U BbIbOpyY
TEXHUYECKUX cpeacTB. Kakne MMeHHO cpeacTBa, MHCTPYMEHTbI U COTPYAHUKM NMOHaA06ATcs
KaXK4oW OpraHuMsauum 3aBUCUT OT NMPUMEHSAEMbIX WHPOPMALMOHHBIX CUCTEM, YCIOBUN UX

PaboTbl M HANMUYUA aKTyaIbHbIX YrPO3.

Takumn o6pasom, cobnogeHre 3aKoHOAATeNbCTBA MO 3aWMUTE MNEPCOHaNbHbIX
[laHHbIX — 3TO, B NEPBYO oYepeb, BHeApeHue 1 cobatoaeHne onpeaenéHHbIX NPOLEeccos, 1
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NMWb BO BTOPYHD — WCMNONb30BaHWE CMeELMabHbIX TEXHUYECKUX CPeACTB 3aluTbl
nHdopmaumn.

HeobxoAMMOCTb COOTBETCTBMA MPW XPaHEHMW [AaHHbIX B 0bOnaKe, 3a
pybeXKom nunuy cepsmc-npoBanaepa, B gata-LeHTpe
CyuwiectBytolieir HOpMaTUBHOM 6as3oi AONYCKaeTcAa pasmelleHUe MepCcoHasbHbIX
[LaHHbIX HA TEPPUTOPUM APYIMUX CTPaH NpU cobatogeHnn GaKTUYECKM TONbKO ABYX Ha30BbIX
YCNOBWIA:
® [PM 3aKJOYEHUM MEXKAYHAPOAHOrO A0roBOpa, YC/0BUA 3aLWMUTbl NEPCOHANbHbIX
[LaHHbIX B KOTOPOM He Xy)Ke AeMCTBYIOWMX HALMOHANbHbIX HOPM;
e pM HaMYUK cornacua cybbeKTa NepCcoHaNbHbIX AAaHHbIX Ha Nepeaavy AaHHbIX 33
pybex.

Mpu pasmeLeHMN NepcoHaNnbHbIX AaHHbIX 33 NpeAenamu 3almLLaeMoro nepmmeTpa
[eprkatena maccuBa NepcoHaNbHbIX AAHHbIX, B MECTHOM WaM 3apybexkHom obnake, ¢
MCMONb30BaHMEM MOLLHOCTEN CepBUC-NpOBaAepa, [ALaTa-UEHTpa, JaXke ecln  OHuU
OEKNapupyloT nosfHoe cooTBeTcTBMe TpeboBaHuAm 3akoHa No58, [eprkaTenb maccmsa
NepPCOHANbHbIX [aHHbIX He O0CBOOOXAAeTcA OT OTBETCTBEHHOCTM 3a obecneyeHue
6e30nacHOCTM NepCoHaNbHbIX AAHHbIX. [10 CyTW, BHEWHNI CEPBUC-NPOBANAEP MOXKET HeCTH
CONNAAPHYIO OTBETCTBEHHOCTb TOJIbKO 32 ABa acnekta YnpasneHua UMX: ux xpaHeHune u
YHUUTOXKEHUE B C/Ty4ae pacTopKeHMa A0roBopa Ha NpeaocTaBieHnsa yeayr pasmelteHus. Bee
ocTanbHble geiicteus ¢ UMX cosepwatotca JeprkaTtenem — cbop, 3anncb, cuctemaTnsaums,
HakonneHwe, obHOBNeHWe  (yTO4YHeHMe), Uu3MeHeHne, obecneyeHne  pgocTyna,

ncnonb3oBaHwme, nepeagayda, O6€3I'IVI‘-IVIBaHVIe, 6ﬂOKMpOBaHVIe, d TaKXe yaasieHune.

Ons cobniopeHns npaBoBbiX OCHOB 06pabOTKM NEpPCOHANbHLIX AaHHbIX CepBUC-
npoBanaepom — MyCTb Aaxe B OrPaHUYEHHOM OOBEME «XPAHEHME U YHUYTOXKEHUER, —
6b110 6bl Pa3yMHO NPeaycMOTPETb B AOrOBOPE NOPYYEHME O Nepenayve KOHKPETHbIX MNpas,
YTO MOKET U HEe MOXKET AeNaTb CepBMC-NPOBaAEpP C NePCOHaNbHbIMM AaHHbIMKU [lepKaTens
MaCCMBa NEPCOHA/bHbIX AaHHbIX. [leKnapaumna sTux 4encTBUM A0NKHA ObITb NpesycMoTpeHa
B MonuTtuke no 3awmte UMX n gosegeHa ao ceegeHna CybbeKToOB NpKU NOy4EHUN coracua
Ha 0bpaboTky UMX.

Takum obpasom, 6yayun [dep:kaTefiem MacCMBa MEPCOHa/bHbIX  AaHHbIX
HeobxogMmocTb  cobnogeHns  TpeboBaHMM  3aKoHoAaTenbctBa 06  MHPopmauuu
NepcoHaNbHOrO XapakTepa COXpaHseTca B /N0bOOM cnyyae BHE 3aBUCMMOCTM OT MecTa
pa3meLLeHMAa MHGOPMALMOHHBIX CUCTEM, OTBETCTBEHHbIX 3a YnpasneHue UMX.
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JoKymeHTaunA
B KayecTBe OTNpPaBHOM TOYKM MPM Hayvane npoueayp BHeEAPEHUA pPEKOMeHAOyeTcA

OCTaHOBMWTCA Ha pa3paboTKe U YTBEP)KAEHUW CNeayloWMX BMAOB AOKYMEHTOB, KOTOPbIe
[LONKHbl BbITb COOTBETCTBYHOWMM 06pa3soM MMNIAEMEHTUPOBAHbI B OPraHM3aLMOHHO-
TEXHUYECKYIO MHOPACTPYKTypy OpraHuMsauuu, a TaKke ObiTb  NOoAKPEnNEéHHbIMM
COOTBETCTBYIOLWMMMN KaAPOBbIMU N MaTEPUANbHO-TEXHUYECKMMU PECYPCaAMM.

MonoxXeHnsa U NOANTUKM
1) Monutuka 06paboTkmM 1 3awmTbl UMNX
2) MonoxkeHue 06 06paboTKe NepcoHasbHbIX AaHHbIX
3) MonokeHue 06 obecneyeHnn 6€30MNaCHOCTN NEPCOHANbHbIX AAHHbIX

MpoeKTHaA AOKyMeHTauuA
1) YactHas mogenb yrpos 6esonacHocTn UMX
2) O6buwee onucaHmne NC UMNX
3) OnucaHne TEXHONOrMYECKOrO Npouecca 06paboTKM NepcoHaNbHbIX AAHHbIX
4) KoHuenuwusa obecneyeHunna 6esonacHoctn UMX
5) AHanutMyeckoe obocHoBaHWe Habopa mep no 3awmte UMX
6) TexHWyecKoe 3afaHMe Ha co3aaHue cpeacTs 3awwmTbl UMX
7) TexHuuyeckmin nacnopt UC UMX

8) TexHW4Yeckuit NacnopT 3alMLLAEeMOro NoOMeLLeHMUA

MnaHbl (ONUMOHANBHO)
1) Nnan paboT no BHeapeHUO M obecneyeHUO COOTBETCTBUA TpeboBaHWUAM
3aKOHOAATeNbCTBA M HOPMATMBHOM 6a3bl B 06/1aCTU NEPCOHANbHbIX AAHHbIX
2) MnaH meponpuaTtnin no 3awmte UMNX
3) MnaH paboT no KoHTponto adpdpekTnsHocTn C3 UMX

WUHCTPYKLMU U pernameHTbl

1) WHcTpyKumnsa agmuHuctpatopa 6esonacHoctn UC UMX

2) WHCTpyKumsa cuctemHoro agmuHuctpatopa MC UNX

3) WHcTpyKuua nonb3osatens UC UMX

4) WHCTPYKLMA NO NPOBEAEHMIO KOHTPOAA 3aLLMLLEHHOCTH

5) WHCTpYKUMA NO OCYLLECTBAEHUIO aHTUBUPYCHOIO KOHTPOAA

6) WHCTpyKuma no obecneyeHuto pexuma 6e30MacHOCTM M 3KcnayaTaumm
obopynoBaHMA B 3aLUMLLAEMOM MOMELLEHUN

7) WHCTPYKUMA OTBETCTBEHHOrO 3a 3awuTy WHbOpMauMyM B 3aLLMLLAEMOM
nomeLLeHnm

8) WHcTpyKuma 06 opraHmsaumm pabotbl c CK3U

9) WHcTpyKumMAa o nopagKke obpauieHus c Hocutenamu UMX

10) PernameHT pearmpoBaHus Ha 3anpocbl cybbekTos UMX
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11) PernameHT pearMpoBaHua Ha MHUMAEHTbI b

MpuKasbl
1) Npwka3 o6 opraHmnsaumnm paboT nNo 3aLmTe NEPCOHANbHbIX AAHHbIX
2) MNpukas o BBOAE B [LOENCTBME OPraHM3aLMOHHO-PACNOPALUTENbHbIX
AOKYMeHTOB No 06paboTKe 1 3aLnTe NepCcoHanbHbIX SAHHbIX
3) TMpwukas o BBOAE B 3KCMNIyaTauuto 06beKkTOB MHGOPMATU3AL MU
4) MMpwuKas o BBoAe B 3kcnayaTaumio APM UC UMX
5) MMpwuKas o HazHa4YeHUU cucTemHoro agmuHuctpatopa NC UNX
6) MMpuKas o HazHavyeHUn agmuHUcTpaTopa 6esonacHoctn UC UNX
7) TpuKas 0 KOHTPONMPYEMOM 30He
8) [MMpwuKas 0 Ha3HaYeHUN KoMUccum no nposegeHuto aTtectaumm UC UNX
AKTbI
1) AKkT Knaccudpukaymm UC UNX
2) AKT onpeaeneHua ypoBHA 3alnweéHHocTn UMX
3) Akt yctaHosku C3U ot HCA
4) AKT npuémkrun UC UMX B ONbITHYIO 3KCNAyaTaUmIo
5) AkKT npuémkn NC UMNX B NpoMbILWNEHHYHO SKCMyaTaLuMto
6) AKT npnéma-nepenaymn HocuTenen NepcoHanbHbIX AaHHbIX
7) AKT KOMMUCCMOHHOIO YHUYTOXKeHUs ak3emnaapa UMX
XypHanbi
1) XypHan y4éta o6paLleHnin MO BONPOCaM NePCOHAIbHbIX AaHHbIX
2) MamsATKa K XKypHany pernctpaumm obpalleHnii no BONPocaM NepcoHanbHbIX
OAHHbIX
3) MypHan yyéTta HocuTeneln KoHpuaeHunanbHON nHbopmaumm
4) XypHan y4éta nepcoHanbHbIX naeHTUdMKaTopos 1 naponein UC UMX
5) ypHan no y4éty pabot no KoHTponto adpdekTnBHocTM C3 UMX
MepeyHun
1) NepeveHb Auu, UMetoLwmx aoctyn B nomelteHns NC UMX
2) MNepeyeHb nnu, AoNyLEHHbIX K 06paboTKe NepCcoHaNbHbIX AaHHbIX
3) MNepeuyeHb o0bbeKTOB MHbOPMATU3ALMMK, NPefHA3HAYEHHbIX ANA 06paboTKm
KOHPUAEHUMANbHOW NHOPMaLUM
4) MMepeyeHb MaTepuanbHbIX HOcuTenen, cogepawmx UMNX
5) [aHHble NO YpOBHIO MNOATOTOBKM KagpoB, obecneunBaromMx 3aluTy

nHpopmaumm

O6s3atenbcTBa U yBegOMIEHUA

1)

YBegomneHue-perucTpauma B ynoSHOMOYEHHbIW roCyAapCTBEHHbIN OpraH no
nepcoHanbHbIM JAaHHbIM 06 06paboTKe NepCcoHaNbHbIX AaHHbIX
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2) 06a3aTenbcTBO PabOTHUKA O HEPA3T/IALLEHUN MEPCOHANbHbIX AaHHbIX
3) 06a3aTenbcTBO pPaboTHUKA O COBNOAEHUM pPeXMMa KOHPUAEHUMANBbHOCTU
NepCcoHabHbIX AaHHbIX

Cornacue cybbeKra

1) Cornacue cybbeKkTa Ha 06paboTKy ero nepcoHanbHbIX AaHHbIX

2) Cornacue cybbekTa Ha MOJyYEHME €ro MepPCOHasNbHbIX OAHHbLIX Yy TPeTbewn
CTOPOHBbI

3) Cornacue cybbeKkta (paboTHMKA) Ha nepefady ero NepcoHaNbHbIX AaHHbIX
TpeTbel CTOpoHe

4) Cornacue cybbeKkta (paboTHMKA) Ha nNepegadvy ero NepcoHanbHbIX AAHHbIX B
KOMMePUYECKUX LLensax

Pa3paboTKka YacTHOM MoAEeNM YIrPo3
ﬂ'flﬂ OLUEHKMU YpPOBHA COCTOAHMA CUCTEM 3aWLUTbl U Hanbonee 3d)d)eKTMBHOFO

[eTEKTUPOBAHMUA U yCTpaHeHun yrpo3 Ub, NnpumeHAeTCA TEXHONOMMA NOCTPOEHUA MOAENU
yrpo3. OHa no3BonAeT onucaTb NepeyvyeHb M3BECTHbIX yrpo3 Wb npumeHuUTeNbHO K
MCnonb3yeMbiM MHOOPMALIMOHHBIM CUCTeMaM [epsKaTento MacCMBa NEPCOHA/bHbIX AaHHbIX,
M Ha OCHOBE 3TOr0 MOJIYYNTb aKTyaZbHOE COCTOSIHUE MNPUHATbIX WAW MAAHUPYEMbIX K
npuHATUIO Mep. MpoLuecc NoCTPoeHMUA MOAENEN YTPO3 COCTOMT M3 NATU OCHOBHbIX 3TaMnos.:
OnpeaeneHne NCTOYHUKOB Yrpo3

2. BbiABNEHWE KPUTUYECKUX 0B6BEKTOB MHPOPMALMOHHOW CUCTEMDI

3. OnpegeneHve NepeyHs yrpos ANA Kaxaoro KpUtuyeckoro obbekTa

4. BblisiBNeHue cnocoba peannsaumm yrpos

5. OueHKa ywepba oT peasnmsaunm yrpos

MogaenupoBaHue yrpo3 — 3TO NPOLECC, C MOMOLLbD KOTOPOro MNoTeHuMasbHble
Yrpo3bl, TaKMe KaK CTPYKTYPHble YA3BMMOCTM, MOFYyT OblTb WAEHTUPUUMNPOBAHDI,
nepeyncieHbl U MNPUOPUTU3NPOBAHLI C TMMOTETUYECKOM TOYKMU 3PEHMA MOTEHLMANbHOrO
3/10yMbIlINEHHUKA. LUenb mogenvMpoBaHMs yrpo3 cCOCTOUT B TOM, YTOObl MpeaocTaBuTb
[ep)kaTento maccumBa MNEPCOHasbHbIX [AaHHbIX CUCTEMATUYECKUIA aHaAM3 BEpPOATHOro
npoduna 3/10yMbllLIEHHUKE, Hanbonee BEPOATHbIX BEKTOPOB aTakn U Hambosee kenaembix
aTaKyloWMM akTuBoB. MogennpoBaHMe yrpo3 AacT OTBETbl HA TakMe BOMPOChl, Kak «lae
LeHHble aKTUBbI?», B KaKOM MecTe Mbl Hanbosiee ya3BMMbI 4N1A aTak?», « KakoBbl Hanbonee
aKTyasibHble yrpo3bi?» U «CylWwecTBYeT /In BEKTOP aTaKu, KOTOPbIA MOMKEeT oCTaTbCA
HEe3aMeYeHHbIM?»,

KoHuenTyanbHO 6GONbWMHCTBO NIOAEM BKAYAOT Ty WAW  WHyO  popmy
MOAEeNNPOBaHMUA Yrpo3 B CBOK MOBCEAHEBHYIO M3Hb W [Oa)Ke He O0CO3HalT 3TOoro.
Mpuesxaowme Ha paboTy COTPYAHUKM WCMNONb3YIOT MOAENMPOBAHME Yrpo3, 4YTObbI

PacCMOTPETb, YTO MOMKET CNYYUTbCA YTPOM BO BPEMA NOe3AKM Ha paboTy, U NPUHATb
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npeBeHTUBHbIE Mepbl BO nsberkaHme BO3MOMKHbIX cmyau,mﬁ, KOTOpPblEe MOTYT NPUBECTUN K
ono3aaHuio.

B cooTtBeTcTBMM € MocTaHoBNeHMeM OT 21 Hoabpa 2017 roga Ne 760 O6 yTeepKAEHUN
TpeboBaHuiM K obecneyeHMto 6e30MACHOCTU W 3alUUTE MEPCOHAJIbHbIX AAHHbIX MPU UX
06paboTke B MHPOPMALIMOHHBIX CUCTEMAX MEePCOHaNbHbIX AAHHbIX, UCMOJHEHME KOTOPbIX
obecneymMBaeT YCTAaHOB/IEHHbIE YPOBHWM  3AWMLLEHHOCTM MNEPCOHANbHbLIX  AAHHbBIX»,
Oepxatenb (obnapgatenb) maccuBa NEPCOHAsIbHbIX  AAHHbBIX, MCXO4A W3 LEHHOCTU
3aWwmwaemor MHGOpPMaUUM M CTOMMOCTM Mep Mo eé 3aluTe, AOKeH paspaboTtatb u
YyTBEPAUTb COBCTBEHHbIN NepeyeHb yrpo3 6e30nacHOCTM NepcoHaNbHbIX AaHHbIX MO 0C0H0M
dopme, yTBEPHKAEHHOW YNOSTHOMOYEHHbIM FrOCYAaPCTBEHHbIM OPraHOM MO MEePCOHA/IbHbIM
AaHHbIM.

K MmomeHTy pa3paboTkm AaHHOW MEeToAMYEeCcKOn pekomeHaaunmn 6a3oBblii NnepeyeHb
yrpo3 6e30MacHOCTN HaxoAMUTCA Ha 3Tane pa3paboTKM M paccmoTpeHua. B gaHHOM ciyvae
npobsiemoit sBAAETCA OTCYTCTBME YTBEPKAEHHOrO 6a30BOro NepeyHs yrpos, a B pesyibtaTte
M OTCYTCTBME MHCTPYMEHTA NOCTPOEHUSA MOAENMN YIrPO3, YTO BKYMNe He NO3BONSAET KOPPEKTHO
oueHUTb yrposbl 6esonacHoctM UMX M COOTBETCTBEHHO MNPOBECTM CAMOOLIEHKY YPOBHSA
3awmTbl. Mo3ToMy B HacTosAlwem pasgene 6yayT pacCMOTpeHbl BapuaHTbl MOCTPOEHMUA
YacTHOW MOZEeNn yrpos, CocTaB/ieHHble Ha 6ase npumeHAemblx B cTpaHax CHI u mupe
meTogax. [epxatenu maccnsos UMX MOryT TakKe BOCNO/b30BaTbCA OAHOMN U3 MONYAAPHbIX

Ha 3anage MeTo4o0A0rMi No coctasneHnio mogenu yrpos: STRIDE, P.A.S.T.A, VAST unu Trike.

Lenb
TaK KaK B npeaenax ctpaH CHI nepeyeHb yrpo3 nHdopmaumoHHo 6eszonacHocTu

ABNAETCA I'IpVI6}'IVI3VITeJ'IbH0 OANHAKOBbIM, TO OCHOBOW ANnAa AaHHOINo pykoBoACTBa NOCAYXKUAN
meToandeckne AOKYMEHThI, pa3pa60TaHHb|e B noaaeprxKy pOCCVIVICKOFO M Ka3aXCTaHCKOro
3aKOHOAATeNbCTBA NO 3aluUTe nepcoHaNbHbIX AaHHbIX. Lenbto AaHHOVI MeTo40/10rnMu
ABNAETCA NOCTPOEHNE METOAMNYECKAA NMOMOLULDb NMPU NOCTPOEHUU YyacTHOM Mmoaenn yrpos B

YCNOBUAX OTCYTCTBUSA YTBEPKAEHHOM MpaBuTeNbCTBOM 6a30BON MOAENMN.

Cnepyetr obpaTuTb ocoboe BHMMaHWE Ha TO, YTO MOC/Ae OKOH4YaHus paboT Hapg,
MOAENbI0, HE0HXOAMMO NOBTOPHO NMPOAHANN3NPOBATb Pe3yabTaTbl M yOeaAnTbCA, YTO MOAENb

He MMeeT HETOYHOCTEN UNn HENpPaBW/IbHbIX VIHTepnpeTaLl,MVI.
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Al OnucaHne MHGOPMALIMOHHOM CUCTEMbI
MepBbiM 3Tanom MpW MNOCTPOEHUM MOAENUN Yrpo3 HeobxogMmo onucatb Bce

nmerowmeca MHGOPMaLMOHHbIE CUCTEMbI, 3aA4eMCTBOBAHHbIE NPN 06paboTKe NepcoHaNnbHbIX
AaHHbIX. OnncaHMe MHPOPMALMOHHBIX CUCTEM [OJIKHO ObITh AOCTAaTOYHbIM NS TOTO, YTOObI
COTPYAHMK, KOTOPbIN HE NPUHUMAN y4aCTUA B COCTaBNEHNUN MOLE/NN YTPO3, MOT MOHATb, KaKue
UMEHHO PYHKLMM BbINONHAET U U3 YEro COCTOUT AaHHasA MHGOPMALMOHHAA cucTema.

Npumep?

UHpopmayuoHHaa cucmema «Myliyadep »aHa mysakmap» npeocmasndem cobol
usudeckul cepsep, Komopolli cmoum 8 OasnbHeM yeny obwezo Kopudopa, He umeem
yCmaHoeneHHo20 naposas oocmyna u He obecne4yeH cucmemol pe3epeHo20 KONuUpPo8aHuUsA
daHHbIX. Ha cepsepe pa3sépHyma onepayuoHHas cucmema «MS Windows Server 2008».
OCHOBHbIM rpo2pammHbeiM obecrieyeHuem Asnaemca 6a3a 0aHHeix «MS SQL», komopasa
codepxum 8 cebe nepcoHasnbHble 0aHHbIE KaueHmos. CompyOHUKU Mo2ym rosay4ums
docmyn K cucmeme U3 /I0KAAbHOU cemu uau u3 cemu uHmepHem 6e3 UCNoanb308aHUA
30WUWEHHbIX KaHAs08 C8A3U.

A2 KnaccudurKkauma n nepedyeHb yrpos
danee HeobxogmMmo onpeaenuTb NPUMEHUMbIE K UCCeayemon MHPOPMaLMOHHOMN

cUCTEME KNacCbl YA3BUMMOCTEN M nepedeHb yrpo3. OnpegeneHve «NMPUMEHUMOCTUY Kacca
YA3BMMOCTEN, TOM MU NHOM Yrpo3bl NPOMU3BOAUTCA IKCNEPTHbIM METOL40M, HA OCHOBAHWUM
KOMMETEHTHbIX MNPOPECCMOHANbHBIX OLEHOK WM MUCXOAA M3 MMEoWenca pns aHaausa
nHdopmaumn.

NMpumep?

1. Mpocmomp uHopmayuu Ha Oucrsee KOMMblomepa 8 cocmase cucmemel
pabomHukamu, He 00NYyU,eHHbIMU K epCcoHas1bHbIM OQHHbIM;

2. [lMpocmomp uHopmayuu Ha oOucrnaee Komnelomepa 6 cocmase cucmemel
MOCMOPOHHUMU  AIUYAMU, HAXO0AUWUMUCA 8 TroMeuweHuu, 8 KOmopom eedémcsa
06pabomka nepcoHanbHbuIX OAHHbIX;

3. [lMpocmomp uHpopmayuu Ha oucrisee mnoas3dosamesneli cucmems! MOCMOPOHHUMU
auuamu, sedywumu HabawoeHue (pecucmpauyuro) u3-3a 2paHuly KOHMpoaupyemodl
30HbI;

4. [pocmomp uHgopmayuu Ha Oucnaeax ronvdosamesneli cucmemsi C MOMOUbIO
crneyuasnbHbix ycmpolicme peaucmpayuu, 8HEOPEHHbLIX 8 MoMeweHue, 8 KOmopom
sedémcs obpabomka nepcoHasnbHbIX OAHHbIX;

5. Mepexsam ynpasneHus 3a2py3koli onepayuoHHOU cucmembl KOMMblOMepos8 8 cocmase
cucmemeol (yepo3bl, HanpassaeHHble Ha nepexsam naposael uau udéeHmugpukamopos,
moouguKkayuro bazosoli cucmemsl 88000/861800, Nepexsam ynpaesaeHuUs 3a2py3xoli);

1 Ctunb 1 bopmaTt onucaHUa MOXKET OT OTANYATbCA B 3aBUCMMOCTU OT CIOMKMBLUMXCA B OpraHM3aLum
TpeboBaHWt K obopmIeHMIO.

2 Knaccbl yassumocTeit B3athl M3 [OCT P 56546-2015 «3awuta wuHopmauun. YA3BMMOCTM
MHPOPMALMOHHbIX  cuctem. Knaccudbukauma  yassumocteld  MHOOPMAUMOHHBIX — CUCTEMY»  YKasaHbl
WCKAOYUTENBHO ANA npumepa, 6onee noapobHas MHGOpPMaLMA O Knaccax U UX ONMUCAHUAX HAXOAATCA B STOM
»Ke CTaHgapTe

32



6. Bbi308 wmammHsix npozpamm OC KOMMblomMepos 8 cocmase cucmembl Uau 3anycK

crneyuansHo paspabomaHHbIX MPo2PAMM, PEeanu3yrUUX HeCaHKYUOHUPOBAHHbIU

docmyn K cucmeme;

BHeOpeHue 8 cucmemy 8pe0OHOCHbIX Po2PaAMM;

8. XuweHue 3nemeHmMoO8 KoMmMnblomepa 8 cocmase Ccucmembl, COOEPH AW UX
MepcoHasnbHble OaHHbIE;

9. XuweHue omyyxcdaembix Hocumesnel UHpopmMayuu, cooeprawux nepcoHasnbHbIe
OQHHble;

10. BbI800 U3 cmpos KOMMblomepa 8 COCmMase cucmembi;

11. BHeOpeHue 8 cucmemy annapamHsix 30KAA00K;

12. AHanu3 cemeso2o mpaghuka ¢ nepexsamom UHgpopmayuu sHewHUXx cemeli;

13. CKaHuposaHue 0nsd 8bIA8/AEHUA mund ornepayuoHHol cucmemsl Kombomepd,
OMKPbIMbIX MOPMOB8 U CAy# b, OmKpbimbix coeOuHeHul u op.;

14. NodmeHa dosepeHHO20 06bekma cemu U nepedaya o KaHAAAM C8A3U coobuseHuli om
€20 UMEHU C npuceoeHuUem e20 rnpas oocmyna;

15. BeisieneHue naposneli;

16. Cemesble amaxku muna « OmkKa3 8 06cAyusaHuu»,;

17. YO0anéHHbIli 3anycK npunoxceHuli Ha Komrnstomepe;

18. BHedpeHue no cemu 8pedOHOCHbIX MPO2PaAMM;

19. OwubouHsie delicmsus nosnv3zosamesel, npusodawue K HapyuweHuo beonacHocmu
MepCcoHanbHbIX OQHHbIX;

20. Bbixo0 u3z cmpoa mexcpedcmea cucmemel 8 pe3ysnbmame cboes, asapuli;

21. YHuumoxmceHue OQHHbIX 8 cucmeme unau 6a0KuposaHuUe docmyna K cucmeme,
8bI38aHHOE cmuxuliHeimu 6edcmeuamu

N

A3 OnpepgeneHue rnobanbHOro YPoBHA NCXOAHOM 3aLMLILEHHOCTU Y1
Cnepyowmm 3stanom Heobxoaumo onpeaenntb r1ob6anbHbli YPOBEHb WMCXOAHOM

3aWMWEHHOCTU. ITOT 3Tan onpefenaeTca eauHOXAbl NpU NOCTPOEHUW UAW NepecmoTpe
MOZENN YrPO3 KOHKPETHON MHOOPMALMOHHOM CUCTEMbI U HE MEHAETCA B 3aBUCMMOCTU OT
yrpo3bl. Moa yposBHem ucxogHoM 3auwmuéHHoctn UMC UMX noHumaeTtcs 0606 EHHbIN
nokasaTe/lb, 3aBUCALLUIN OT TEXHUYECKUX U SKCMyaTaLMOHHbIX XapakTepuctuk NC UMX (Y1 =
N).

TexHu4eckmne n IKCnyaTaLoOHHbIE YpoBeHb MCXOAHOM 3aINLWEHHOCTM Y1
XapaKTepUCTUKM Bbicokuii CpegHwii Huzkwii
Mo TeppuTOpUanbHOMy pa3meLleHuio:

pacnpegenénHas WC WIMX, «koTopas oxBaTbiBaeT

Heckonbko obnacTteid, palioHOB WNM rocy4apcTBO B — — o

Lenom;

ropogckas C UIMX, oxBaTtbiBatowas He 6onee ogHOro

HaCenéHHOro NyHkTa (ropoaa, Nocenka);

KopropaTueHas  pacnpegenéHHas nc  unx,

OXBaTbiBAIOWLAs ~ MHOrME  noppasfeneHns  OaHoM — ) —

opraHusauuu;

nokansHas (kamnycHas) WC WMNX, passéprytas B

npeaenax Heckonbkix BIM3KO pacnonoXeHHbIX 3AaHWI;

nokansHas WUC UMX, pa3sépHyTas B npegenax OgHOro

30aHus

Mo Hanuyuno coeanHEHHUS C ceTAMM 06LLEro NONb30BaHUSA:
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TeXHM4eckne 1 IKCNNyaTaUMoHHbIe YpoBeHb NCXOLHOI 3awmniEHHOCTH Y1

XapaKTepUCTHKM Bhicokuit CpepHuii Hu3skun
NC WMNX, umetowas MHOrOTOYEYHbI BbIXO4 B CETb
00Lero nonb3oBaHus;
NC WX, umetowas OLHOTOYEYHbIA BbIXOA B CeTb
06LLero nonb3oBaHus;
UC WUMX, cusmyeckn otgenéHHas oT cetu obuero
Mosb30BaHNS

. J— JE—
Mo BCTPOEHHbIM (neraanHM) onepauuam ¢ 3anucamm 6a3 nepcoHanbHbIX AAHHbIX:

YyTeHue, Nouck; [ ) — —
3anuce, yaarneHue, COpTMPOBKa; — [ ] —

Moamdukaums, nepeaava — — o

Mo pasrpaHnyeHuto 4OCTYNa K NepCoHanbHbIM AaHHbIM:
UC WNX, k KOTOPOA MMEWT [OCTYn OnpeaenéHHble
NepeyHeM  COTPYOHWKM OpraHu3auun, SBRstoLlencs — ()
Bnagenblem NC UMX, nubo cyobekt UMX;
NC WX, k KOTOpoiA MMEIOT [OCTYN BCE COTPYAHMKN
opraHu3aumm, sensoLlencs Bnagensuem UC UMX;

MC UMNX ¢ oTKpbITBIM AOCTYNOM — — o

Mo Hanuymio coeamnHeHui ¢ ppyrumu 6azamu UMX uubix UC UMX:
nHTerpupoBaHHas C UMX (opranmsaums ncnonb3yet
Heckonbko 6a3 UMX UC UMX, npu 9TOM opraHu3auus He — —
SBNSETCS BNagenbLem Bcex ucnonbyembix 6as UMX);
nc UMX, B koTOpoN ucrnonb3yetcs
ogHa 6asa WX, npuHapnexalwlas opraHusaumm — () — —
BnagenbLy gaHHon UC UMNX
Mo ypoBH0 0606LeHus (06e3nmunBanus) UMX:

MC WNMX, B KOTOPON NpeaocTaBnsieMble NONb3OBATENH)
[aHHble  ABnalTCA  06e3nMyeHHbIMW  (HA  YPOBHE () — —
OpraHu3aLumm, otpacnu, obnactu, pervoHa u T.4.);
NC UNX, B KOTOPON AaHHble 06e3NM4MBAIOTCS TOMBKO
npw Nepegave B Apyrie opraHu3aunm u He 0be3nuyeHbl — o —
MpW NPeAoCTaBNEHUN NOMb30BATENIO B OpraHu3aLmi;
MC WNMX, B KOTOPON NpeaoCTaBNsieMble NONb30BATENH
[aHHble  He  sBnAlTCA  00esnnyeHHbIMM  (T.e.
npucyTCTBYET WHopmaLms, no3sonsoLLas
naeHTMduumpoBath cybbekta UMX)

Mo 06BbEmy UMX, KoTopbie NpeaoCcTaBNATCA CTOPOHHUM nonb3oBaTensam UC UMX 6e3 npeaBaputenbHoi

0bpabotku:

NC WNX, npemocTaBnsiowas Bcto 6a3y AaHHbIX
CUMX; - - ®

NC WNX, npegoctaensiowas Yactb UMX; — [ —

UC UMX, He npegocTaBnsioLLas H1Kakow MHhopMaLum. o — —
CoOTHOCA TEXHMYECKME, HOPMATMBHbIE U reorpaduyeckme nokasatenun ueneson UC

NOACYMTBLIBAETCA  KO/NMYECTBO  MONOMKUTENbHbIX  COOTBETCTBMMA M HA  OCHOBaHUMU

HUXKenpueegéHHoN Tabauubl BbIBOAUTCA OOOOLWEHHbLIN NOKasaTeslb MCXOAHOMO YPOBHS

3aLNLWEHHOCTU MHPOPMALMOHHOM CUCTEMDbI

YpoBeHb UCXOAHOM

3aLUMLIEHHOCTH [TpOLEHT NONOXMTENBHBIX Pe3yrbTaToB COOTBETCTBUSA KoadhhuumeHT Y1
Huskuin Bbicokuit < 70% v Cpegtui < 70% v Huskmin > 0% 10
CpegHui Bbicokuin < 70% u Cpegtuit > 70% 5
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Bblicokuit Bbicokuit > 70% v CpegHuit >= 30% 0

1. NC UNX nmeeT BbICOKNIN YPOBEHb UCXOAHOM 3aWMLLEHHOCTU, ecan He meHee 70%
xapaktepuctnk WUC WUMX CcOOTBETCTBYIOT YPOBHIO  «BbICOKMI»  (CyMMUpPYOTCA
NONOXUTENbHbIE peLleHns Mno nepBomMy CcTonbLy, COOTBETCTBYHOLWEMY BbICOKOMY
YPOBHIO 3alUMWEHHOCTM), @ OCTa/lbHble — CPeAHEMY YPOBHIO 3aWMULLEHHOCTU
(nonoutenbHble peleHna No BTOPOMy cTonbuy).

2. UC UNX nmeeT cpeaHUN YypOBEHb UCXOA4HOM 3aLUULLEHHOCTU, E€C/IN HE BbINOAHAKOTCA
ycnosua no nyHKTy 1 u He meHee 70% xapaktepuctnk NC UMX coOTBETCTBYIOT YPOBHIO
He HUXKe «CpeaHuin» (6epéTtca OTHOWEHME CYMMbl MOJIOMKUTENbHBIX PELEeHU Mo
BTOPOMY CTONOLY, COOTBETCTBYHOLLEMY CPpeaHEMY YPOBHIO 3aMLLEHHOCTH, K 0bLemy
KONMYECTBY peLleHuit), a ocTaNbHble — HU3KOMY YPOBHIO 3aLLMULLEHHOCTH.

3. UC UNX MmeeT HU3KYIO CTeNneHb UCXOAHOW 3aWMLLEHHOCTU, €CAN HE BbINONHAKTCS

YCN0OBUA, COOTBETCTBYHOWME NYHKTAM 1 1 2.

Mpumep pacuérta ypoBHA UCXOAHOM 3aLULLEHHOCTH

YpoBeHb MCXOAHOM 3aLMILEHHOCTH Y1

TexHuueckue u JKcnnyaTaluMOHHbIE XapaKTepPUCTUKKU

Bbicokui CpegHuin Huakuin
Mo TeppuUTOpMansHOMy pa3meLleHuio:
nokanebHas C UMX, paseépHyTas B npeaenax 0aHoro 3aaHns ) — —
Mo HannuMK coeauHeHns ¢ CeTAMM 0OLLEro NONb30BaHMA:
MC UMX, nmetoLas 0QHOTOYEYHbIN BbIXOA B CETb 0OLLEro Nonb30BaHNS; — ° =
Mo BCTPOEHHbIM (neranbHbIM) onepaumaM ¢ 3anucsiMu 6a3 NepcoHanbHbIX AAHHbIX:
3anuch, yaanexue, COpTMPOBKa; — ° —

Mo pasrpaHuyeHno 4oCTyNa K NepcoHanbHbIM JaHHbIM:

MC WMX, k koTopon MMENT AOCTYN ONpPeAeNEHHbIE NEPEYHEM COTPYOHMKN
opraHu3aum, sensioleiics enagensuem UC UMNX, nubo cybbekt UMX; —
Mo Hannuumio coepmnHennin ¢ gpyrumu 6azammn UNX nubix UC UNX:

NC WNX, B kotopoit wmcnmonb3yetcs opgHa 6asa WIMX, npuHagnexallas
opraHusauum — Bnagenbly aanHon MC UMX

Mo ypoBHio 0606LeHns (06esnnunBanms) UNX:

MC WMX, B KOTOpOil NpPenocTaBnsieMble MONb30BATEN0 AaHHbIE SBASIOTCA
00e3nnyeHHbIMM (Ha YPOBHE OpraHu3aLym, oTpacnu, obnactu, pervoHa u T.4.);
Mo o6BEémy UMX, KoTopble NpeaocTaBnATCA CTOPOHHUM nonb3oBatensm UC UMX Ge3 npeaBaputenbHon 06paboTku:
1C UNX, npegocTasnsitowas vyactb UMX °

Utoro  42,86% 57,14% 0,00
[Modcyumaes ece nokasamesnu Mo 8cem YpoOBHAM 3AUWUWEHHOCMU CO2/1aCHO pa3sdeny A3
«OnpedeneHue 21060a1bH020 YpPOBHA UCXOOHOU 3aWUWEHHOCMU», MNoKasamenu
pacnpedenunuce cnedyrouum obpasom:

Hu3kuli — HU 00HO20 NyHKMa

CpedHuli — 4 nyHkma

Boicokuli — 3 nyHKma
Takum  06pa3om, PUMEHAA  371eMEeHMAPHY  MPONopyuto,  paccyumeleaemcs
OMHoOCcUmMesibHOe Kosu4Yecmao 3aHAMbIX A4eeKk 8 mabauye:

Huskud: 0,00%

CpedHuli (4 nyHKMa u3 7 803MOMCHbIX): 700 _ 57,14%
Boicokuli (3 nyHKmMa u3 7 603MOM(HbIX): 3100 _ 42,86%
Y YpoBeHb 3aWMLLEHHOCTH
1 BbicOKuMM CpeaHumn Huskum
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BbicoKkuii =0 >270% > <30% 0%
CpegHunn =5 > <70% > 270% > <30%
Huskui = 10 > <70% > <70% > >0%
CoenacHo mabnuue, UCXOOHAA 3aUWUWEHHOCMb cucmembl Aeasemcsa cpedHeli (Y1=5), mak
Kak yoosaemaopsaem OrnucCaHHbIM 8blUE YCA08UAM.
A4 Mopgenb HapywmTena
Cnegyowmm 3Tanom npeacTtonT onpesennTs MOAEb HAPYLIUTENA AN KOHKPETHOM
NHbOPMAUMOHHON cnuctembl. OnpegeneHne TMNOB U BUAOB MOTEHLUMAbHbIX HapywuTenemn
HeobxogMMo ANA noaTBepXKAeHMA, 4To npumeHumble K UC WUMX yrposbl MoryT cTaTb
peanbHbIMK, ECIN JNA UX peanunsaunmn 6yayT npuBaeYEeHbl COOTBETCTBYHOLWME UCNONHUTENN,
obnapatolwme U3BECTHbIMU WUAM NpeanosaraembiMuM MOTMBaAMMK. B cBA3KM C Tem, 4TO He
CyliecTByeT OMWCAaHHOM MEeTOAO0NOTMM MO MNOCTPOEHWUIO MOAENWN HApywKTensa, TO MNpwu
NOCTPOEHUU MoAenn cneayeT IKCNEePTHbIM  NYTEM, MNPUAEPNKMBAACL MNPUHLKUNOB
C006Pa3HOCTM, NOFMYHOCTU U ALEKBATHOCTU, CAENATL BbIBOAbI CAMOCTOATENBLHO.

B MMpPOBOIN NpaKTUKe NPUHATO AEAUTb HapyluMTesnel Ha BHYTPEHHUX U BHELHMX,
06/12430WNX HU3KUM, CPEAHMM UAWN BbICOKMM NOTEHLMANOM (MOTeHUMan — mepa ycuaui,
3aTpauMBaEMbIX HapyliMTenem npu peannsaumm yrpos 6esonacHocTM MHPopmauuu B
MHGOPMaLMOHHOW cucteme). Kateropum Hapywutenei TpaguUMOHHO BKAtOYalOT B cebs
cnepytowme TMnbI:

HeyctaHoBneHHbIe BHelHWE BHeLwHui C HU3KUM Vineonornyeckue nnu NONUTUYECKNE MOTUBSI.
cy6bekThI (usnyeckmne nuua) HapyluMTenb | MOTEHLMANoM [Mpn4nHEHNEe NMYLLECTBEHHOTO Yiepba nyTem
MOLLEHHNYECTBA MM UHBIM NPECTYMHBIM
nyTeM.
NMioBonbITCTBO MK XenaHue camopeanuaaumm
(noaTBEpXOEHME cTaTyca).
BbisiBNieHME yA3BUMOCTEN C LIENbIO MX
JanbHeinLlen NpoaaxXu 1 nosnyyeHns
(Pp1HAHCOBON BbIrOAb!.

BbiBlMe paboTHUKM BHewHui C HU3KUM lMpuynHeHe NMyLLECTBEHHOTO yilepba nyTem
(nonb3oBatenu) HapylumTenb | NOTEHLManoMm MOLLEHHUYECTBA UIN MHBIM NPECTYMHbIM

nyTem.

MecTb 3a paHee COBepLUEHHbIe LeNCTBMS.
Nuua, obecneunBatowyme BHYTpEHHU | € HU3KUM MpnynHEHNEe NMYLLECTBEHHOTO Yiepba nyTem
¢yHKUMOHUpPOBaHME HapylumTenb | MOTeHuManom obMaHa unu 3noynoTpedeHus JOBEPUEM.
MH(OPMaLIMOHHbIX CUCTEM UNU HenpeaHamepeHHble, HEOCTOPOXHbIE UMK
obcnyxuBarLmX HeKBanuULUMPOBAHHBIE AENCTBUS.

MHcbpacTPyKTypy oneparopa
(a@MuUHUCTpaUUS, oXxpaHa,
yOOopLMKKM 1 T.4.)

Nuua, npuenekaemble ans BHYTpEeHHWIA | C HU3KUM MpU4KHEHME MMYLLECTBEHHOTO Yiepba nyTem
YCTaHOBKM, Hanagku, MOHTaxa, | Hapylwutenb | noTeHuuanom | obmaHa unu anoynotpebreHns JoBepuem.
NyCKO-HaNago4HbIX U UHbIX HenpeHamepeHHble, HEOCTOPOXHbIE MM
pa6ot HeKBanMULMPOBaHHble AEACTBUSA
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Monb3oBatenu
MH()OPMaLIMOHHON CUCTEMbI

AOMUHMCTpATOPBI
MH(OPMALIMOHHOW CUCTEMBI U
agMMHMCTpATOpPbl 0e30NacHOCTH

TeppopucTuyeckue,
3KCTPEMMUCTCKMUE FPynNUPOBKH

MpecTynHble rpynnbi
(KpMMMHanNbHbIE CTPYKTYPbI)

KoHkypupytowme opraHusaumm

Pa3pa6oTumkn, Npou3BoaUTENH,
NOCTaBILWKU NPOrpaMMHBIX,
TEXHUYECKMX M NPOrpaMMHo-
TeXHUYECKUX CPeacTB

CneuuanbHble cnyxobl
MHOCTpaHHbIX rocyaapcTs
(6nokoB rocygapcrts)

M3 aToi Tabanubl cnenyet, yuTo:

1.

Bbicokui

noTeHuuan

BHYTpeHHUIA | C HU3KUM
HapylMTenb | MOTEHLManom
BHYTpeHHUIn | CO CpegHum
HapywWTenb | MOTEeHLManom
BHeLwHun CO CPEeAHNM
HapywWTenb | MOTEHLMarnom
BHeLwuHui CO CPEeAHUM
HapywWTenb | MOTEHLManom
BHewwHui CO CpeaHNUM
HapywuTenb = MOTEHLManom
BHeLwHun CO CPEAHMM
HapyluMTenb | MOTEHLMAnoMm
BHYTpEHHU | C BbICOKUM
Hapyl1Tenb | MOTEHUManom
noapasymeBaeTt

Haan4yue

[MpuunHeHWe nmyLLeCTBEHHOTO yilepba nyTem
MOLLEHHNYECTBA MM UHBIM NPECTYMHBIM
nyTem.

[Mo6onBITCTBO MNKW XenaHue camopeanuaaLm
(noaTBEpXOEHME cTaTyca).

MecTb 3a paHee COBepLLEHHbIE LENCTBMS.
HenpegHamepeHHble, HEOCTOPOXHbIE U
HeKBaNUMUUMPOBAHHbIE AENCTBHS.
[Mpn4nHeHNe nMyLLeCTBEHHOTO yiepba nyTem
MOLLIEHHNYeCTBa

UMY MHBIM NPECTYMHBLIM NyTEM.

MobonbITCTBO UNKW XenaHue camopeanuaaLm
(nopTBEpkaeHMe cTaTyca).

MecTb 3a paHee COBEPLUEHHbIE AEACTBUS.
BrisiBnieHne ys3BUMOCTEN C LIEMNbH X
AarnbHewen Npogaxu 1 NonyveHus
(pMHAHCOBOM BbIFOAI.

HenpegHamepeHHble, HEOCTOPOXHBIE 1IN
HeKBanMMUUMPOBaHHbIE AEACTBMS.
HaHeceHwe ywiepba rocynapcrsy, OTAeNbHbIM
€ero cchepam esTeNbHOCTM MW CEKTOpaM
3KOHOMMUKN.

CoBepLLEHME TEPPOPUCTNYECKMX AKTOB.
Wneonornyeckie unm nonuTUYECKUE MOTMBBI.
[ectabunusauns fesTensHoCTH OpraHoB
rOCYAapCTBEHHOM BNACTH, OPraHW3aLn.
[MpuunHeHWe MyLLECTBEHHOTO yilepba nyTem
MOLLEHHUYECTBA MMM WHBIM NPECTYMHBIM
nyTem.

BbisiBNieHMe ys3BUMOCTEN C LIENbH X
JanbHeiLlen Npoaaxu 1 nonyyeHus
(prHaAHCOBOM BbIrOAbI

[MonyyeHne KOHKYPEHTHbIX MPEUMYLLECTB.
[MpuynHeHWe NMyLLECTBEHHOTO yilepba nyTem
obmaHa unu 3noynotpebneHus JoBeprUem
BHenpeHue JONONHUTENBHBIX
(DYHKLMOHAMBHBIX BO3MOXHOCTEN B
nporpammHoe obecneyeHune unu nporpamMmHo-
TEXHUYECKNe CpeLCcTBa Ha aTane pa3paboTku.
[MpuynHeHe NMyLLECTBEHHOTO yilepba nyTem
oBMmaHa unu 3noynoTpebneHus JoBepueM.
HenpegHamepeHHbIe, HEOCTOPOXKHBIE 1IN
HeKBanMMULMPOBaHHbIE AEACTBMS.
HaHeceHwe ywiepba rocygapcrsy, OT4eMNbHbIM
€ro cpepam LeSTENbHOCTY UK CEKTOpaMm
9KOHOMMKM.

[vckpeauTauns unu gecrabunmnsaums
[esTenbHOCTW OpraHoB rocyapCTBEHHOM
B/IACTMW, OpraH13aLun.

BO3MOXHOCTEM  YpPOBHA

npeanpuaTMa/rpynnbl NnpeanpuaTuii/rocygapctea no paspaboTke U UCMO/Ib30BaHUIO

CneumanbHbIX CPeACTB KCMNAyaTauum ys3BUMOCTEMN.
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2. CpegHuii NoTeHUMan noapasymMeBaeT Ha/MYME BO3MOXKHOCTEW YPOBHA rpynmbl
nmu/opraHvsaumMmM  no  paspaboTke M UCNONb30BAHMIO  CMELMaNbHbIX CPeacTB
3KCn/lyaTaumm yasBMMOCTEN.

3. HU3KkMi noTeHuMan noApasymMeBaeT HaA/MYMe BO3MOMKHOCTEN YPOBHA OAHOro
yenoseka no npuobpeteHunto (B cBoboAHOM AocTyne Ha 6ecnnaTHOM MAM NAATHOM
OCHOBE) U UCMONb30BAHUIO CMeLMaNbHbIX CPeACTB KCMyaTaLUmN YyASBUMOCTEN

MopAgOK pacCyXAeHU Npu 3TOM MOMKET BbIFNALETb caeaylowmm obpasom,
NPUHMMAA BO BHMMAHME LLEHHOCTb W BA)KHOCTb 3aliumuiLaemort MHbopmauuun. Jonyctum,
npegnonaraemas MOTMBALMA NPU peannsaummn yrposbl COOTBETCTBYET KAaK MUHUMYM TPEM
BMAAM  HapywuTenem C pPas/AMYHbIM  MOTEHUMAZIOM: BAMATENbHAA  MHOCTPAHHaA
pasBeAblBaTe/NIbHAA OpPraHM3aumsa, CheuuMasncT-neHTecTep W COTPYAHUK, UMEOWMA B
pacnopAXeHUn NHcanaepckyto MHGopmauuio. M3 yero MoxKHO caenatb caeayoLlme BbiBOAbI:
1. BansatenbHan passeabiBaTe/ibHAaA OpraHM3auma MmeeT BbICOKMIM NoTeHLMan, Tak Kak

ee TEXHUYECKME U MaTepUuasbHble PeCYpPCbl TMNOTETUYECKM HUYEM HE OFPaHUYEHDI.

2. CoTpygHUK C MHcanaepckon MHpopmaumein umeet CpedHWIA NOTEHUMAN, TaK Kak

MOeT NpoBOANUTb Bosee ToYeuyHble aTakW, HO He Bcerga npecnenyer KOpbICTHbIe

LEeNn N 4acTo MMeeT OrPaHNYeHHble pecypcbl.

3. He3aBUCUMbII U HE3aMHTEPECOBAHHDIM NEHTECTEp (xakep) umeeT HU3KMIM noTeHUMan

TaK KaK nosb3yeTca To/bKo o0buwenoctynHoM WMHbOOPMAUMEN M TEXHUYECKUMMU

cpeacreamum n BAO6aBOK 4aCTO OrpaHn4eH B pecypcax.

Tun HapywuTtens Kateropuu HapywuTenen UpeHTndukatop MoTeHuuan
BHewwHui HapywmTens BHELHWEe CyObekTbl  (chusmyeckme G1 Huskuit
nmua)
cnevLcnyxobl G2 Bbicokuii
BHyTpeHHuin HapywuTtenb  [WIIIER nmetoLme G3 CpepaHui

CaHKUMOHWPOBaHHbI  gocTyn B
KOHTPONMMPYEMYIO  30Hbl, HO He
uvetowme poctyna k WUC  WUMX
(TexHuyeckuin 1 obcnyxuBaroLwmi
nepcoHan)

A6 Yrpo3sbl
DKCNepTHble OUEeHKM, MnpoBeaEHHble B pamMKax pasgenos Al1—A5, cosgatoT

MWHUMANbHO-HEOBXOAMMbBIM  UCXOAHbIM  6a3snc,  KOTOpbIA  MNO3BOUT  MNEPENTU
HenocpeacTBEHHO K NoAbopy aKTyasibHbIX Yrpo3. B mupe cyuwectsyet 60/blIoe KOANYECTBO
cBOBOAHO-AOCTYNHbIX 633 AaHHbIX YrPO3, NOAAEPKMBAEMbIX B aKTya/lbHOM COCTOSIHMU. A
Harna4HOCTU, B NPUMEpPE UCNONb3YeTcA Yrpo3a U3 baHKa gaHHbIX peaepanbHom cny»Kbbl TIK
POD.
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YBW.122: Yrpo3a noBblLEHUA NPUBUNErAI Bua~

OnucaHne Yrposa 3aknio4acTCA B BOIMOKHOCTH OCYILECTENEHWA HApYLUMTENEM ASCTPYKTMBHOTD NPOrpaMMHOro BO3AEHCTEBMA Ha
Yyrposel QUCKPEAWTUPYEMbIA NPOLECC (MMM CUCTEMY) UMK Ha APYrMe NPOLUEeCChl (UMW CMCTEMBI) OT ero (&) MMEeHW MyTEm 3KCnn

yaTalui HeNpaBoMEPHO NoNyYeHHbLIX HApYLUWTENEM AONONHATENBHLIX NPAB Ha YNpaBneHne JUCKPEAUTHPOBAHHLIM O
ObekToM.
NaHHaA yrposa ofycnosneHa yA3BUMOCTAMM NporpaMmHore ofecneqeHns, BeINONHALWEND hYHKLWKA pasrpaH4eHna
AOCTyNa (B aNropuTMe MNK NapaMeTpax KoHPUrypaumm).
Peanuialna AaHHOW Yrpo3bl BOSMOMKHA NPM HANMKYMK Y HAPYLLMTENA NPOrpaMMHOro ofecneYeHna (TUNa «3KCINOAT),
CrneuManbHo paspaboTadHoro ANA peanu3alui AaHHOW Yrpo3bl B UCKDEAUTMPYEMOR cUCTEME

WCTOMHMKM  BHYTPEHHWIA HAPYLUMTENE CO CPEOHWM NOTEHLHANOM
yrposbl ©  BHELHWA HADYWMTENb CO CPEAHUM NOTEHLMANOM

O6bekT CHCTEMHOE NporpaMMHoe obecneyeHue, CETEBOE NporpaMmMHoe ofiecnedyenue, MHPOPMALMOHHAR CUCTEMA
BO3AeMCTEURA

MocnegcTEnA  HapyLWeHWe KOHDUOEHLMANEHOCTH
peanuzaunM HapyleHWe LenocTHOCTH
yrposel HapylleHue LOCTYNHOCTH

A7 OueHKa onacHOCTM yrpo3
OueHKka onacHOCTM yrpo3bl oOnpegenseTca 3SKCNepTHbIM MeTodam Ha OCHOBe

npeanonaraemoro YypoBHS HEraTMBHOCTM NOCNeACTBMA HApPYLEHUA OCHOBHbIX CBOMCTB
nHdopmaumn: AOCTYNMHOCTU, KOHOUAEHUNANBHOCTHU, LLeIOCTHOCTU.

CyLecTByeT YeTblpe YPOBHA ONaCHOCTU:

1. HM3KaA OMacHOCTb, €CAN pPeanusauus yrpo3bl MOMKET MPUBECTM K He3HauyMTe IbHbIM
HEeraTMBHbIM MOCNEACTBUAM ANA CYObEKTOB NepPCOHANbHbIX AaHHbIX;

2. cpegHAAa OMacHOCTb, €C/NM peanus3auma yrposbl MOMKET MPMBECTU K HeraTMBHbIM
nocneacTBUAM A/1A CY6bEKTOB NepPCOHaNbHbIX AaHHbIX;

3. BbICOKas OMAaCHOCTb, €CW peanusauma yrposbl MOMKET MPUBECTU K 3HAYUTE/IbHbIM
HeraTMBHbIM MOCNEACTBUAM AN CYObEKTOB NEPCOHANbHbIX AAHHbIX.

Mpumep

Mymém oueHKU yposHA 8peda cybbekmy nepcoHasnbHbiXx OaHHbIX «Myliy30ep xcaHa
myakmap», Komopbili Moxem 6bimb MPUYUHEH 8 CayYae Peanu3ayuu yepo3sl, ONUPaACs
Ha mabauyy, peanamMeHmMupyrwyo Memooos02Ul0  OUeHKU UHgopmauyuu 8
MocmaHosneHuu om 21 Hosbps 2017 200a Ne 760, Heobxodumo onpedesnums Ypo8eHb
onacHocmu Kaxcool yz2po3bl, UCX008 U3 eé YeHHOCmU, B803MOMHOU Momusayuu
3/10yMbIWAEHHUKA, NPednosna2aemMbix MPAMbIX U KOCBEHHbIX MOmMepb, 8KAYAA CAHKYUU
2ocopaaHos, wmpageol, cydebHble UCKU U Opyaue 3Ha4umsle ¢hakmopel. [as npumepa
ucnosasL3yemca 4acmeo y2po3 U3 2nagel A2.

MpocMOTp WHOPMaLMM Ha [WUCTNIee KOMMbIOTepa B COCTABE CUCTEMbI paboTHWUKaMK, He BbiCoKas
[ONYLLEHHBIMM K TEPCOHANbHBIM JaHHBIM;

MpocmoTp WMHGOpMaLMK Ha Aucnnee KOMMbloTepa B COCTaBE CUCTEMbI MOCTOPOHHUMM nuMLaMu, BbiCoKast
HaxOZALMMMCS B MOMELLEHUM, B KOTOPOM BeéTcs 06paboTka nepCoHarnbHbIX JaHHbIX;

MpocmoTp MHhOpMaLMK Ha Aucniee nonb3oBaTeniel CUCTEMbI MOCTOPOHHUMM NINLAMK, BELYLLMMM BbiCoKas
HabnaeHve (pervcTpauyio) u3-3a rpaHuL KOHTPONMPYEMOM 30Hb;

MpocMOTp MH(hOPMALIMK Ha Aucnesx NoNb30BaTeNe CUCTEMbI C MOMOLLbH CrieuuanbHbIX YCTPONCTB BbicoKas
perucTpawLym, BHeLPEHHbIX B MOMELLEHE, B KOTOPOM BeaETCs 06paboTka nepcoHanbHbIX AaHHbIX;
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lMepexsaT ynpaBneHust 3arpy3koi OMepaLyioHHON CUCTEMbl KOMMBIOTEPOB B COCTABE CUCTEMBbI
(yrposbl, HanpaBneHHble Ha nepexBaT naponen unu uaeHTMduKaTopos, Moamdukauno 6a3osom Huskas
CUCTEMbI BBOAA/BbIBOA, NEPEXBAT YNPABMEHNS 3arpy3Kon);

BbizoB wwTaTHbIX nporpamm OC KOMMbIOTEPOB B COCTaBe CUCTEMbI MMM 3anyck crneynanbHo

; Bbicokas
pa3paboTaHHbIX NPOrpamMm, peanu3ytLLmx HECaHKLMOHUPOBAHHBIN JOCTYM K CUCTEME;

BHepnpeHve B cuctemy BpeOHOCHBIX Nporpamm; Bbicokas
XULLEHVE 3NEMEHTOB KOMMbIOTEPA B COCTABE CUCTEMbI, COLEPXKALLNX NEPCOHAMNbHBIE AAHHBIE; Bbicokas

A8 BepoaTHOCTb peanunsaumm Y;
Mog 4yacToTolM (BEPOATHOCTbIO) peanus3aunu yrposbl NMOHMMAETCA onpenensembln

3KCNepTHbIM cnocobom MnoKasaTeslb, KOTOPbIN MPU3BaH BbiABUTb, HAaCKOJIbKO BEPOSATHbIM
ABNAETCA peanus3auma KOHKPeTHOM yrposbl 6esonacHoctn UNX gna gaHHon UC UNX B
KOHKPETHOM cuTyaumun. [Ons onpeaeneHua BepPOATHOCTM MNPUMEHSAETCA MOHOMNOoAspHas
BepbanbHana WKana B KadyectBe ¢Gopmbl OMKCAUMM AaHHbIX, ONMpatoWasca Ha Habop

CyH(ﬂ,eHMl)‘I O Han4ynm nnn cteneHu Bbipa*KeHHOCTUN N3y4yaemoro npn3Haka:

Bann
3HayeHune Onucanue Y,
ManoBepoATHO OTCYTCTBYIOT OOBLEKTUBHbIE MPEAMOCHINKM ANS OCYLIECTBMEHUS Yrpo3bl (Hanpumep, 0
yrpo3a XWLLEHNs HocuTenei MHopMaLv NuLamm, He MELLMI NeranbHoro AoCTyna
B NMOMELLEHWE, FAe NOCNeAHNe XpaHSTCs)
HU3Kas 0DObEKTMBHBIE NPEAMNOCHINKM ANS peannu3aLmn yrposbl CyLIECTBYIOT, HO MPUHATLIE MEPHI 2
BepOATHOCTb CYL|ECTBEHHO  3aTPYAHAOT  €e  peanu3auMo  (Hanpumep,  UCMOMb30BaHbI
COOTBETCTBYHLLME CPEACTBA 3aLLWTbl MHGOPMALMK)
cpenHsAsa 00bEeKTMBHBIE NPEANOCHINKM AN peann3aLyy yrposbl CyLIECTBYIOT, HO NPUHSATLIE MEpbI 5
BEPOATHOCTb obecneyeHus BesonacHoctn UIMX HepocTaTouHb!
BbICOKas ODbEKTMBHbIE MPEANOCHINKA [N peanu3auuu yrposbl CYLeECTBYT M Mepbl N0 10
BepPOATHOCTb obecneyeHnto 6e3onacHocTn UMX He NpuHATHI

Pesynbtatom 3KCI'IepTHOl7I OUEHKHMN Nno Bep6aan017| WKane AoXKeH CTaTb nepevyeHb
npeanocbiIoK AnA BepOFITHOﬁ IKCNayaTaunun yrposbl n peain3oBaHHble mepbl 3alUThbl, a

TaKXe OUeHKa BEPOATHOCTM yrpos, Hanpumep:

lpednocebinku:
® omcymcmaeue 3auUUyéHHbIX KaHaM08 83aumodelicmaus
® omcymcmeue ¥Ecmkoeao pacripedesieHUs NoAHOMoYuUli compyOHUKO8
® Hanu4yue HEKOHMpoaupyemozo yo0anéHHo2o oOocmyna u3-3a npedesnos
3awuwaemozo nepumempa (cemu lHmepHem)
® yeHHasa obpabameisaemas NepCcoHabHAS UHGPOPMayus
e c80600HbIl husuyeckuli docmyn K 060pydo8aHuUI0 0518 COMPYOHUKO8
® Ucrnosb3osaHue ycmapesuwiux u HebesonacHsix sepculi N0
Mepeoi 3auumei:
® [lomeuwjeHue, 8 Komopoli pacrnonoxceHa UHGHOPMAUYUOHHAA cUCMeMa, A8aaemcs
Mecmom 02paHuU4YeHH020 00CMyrna 3a CYém MpornyCcKHO20 Pexcuma 8 30aHUU
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TakmMm obpasom:

NMpumep?

UHpopmauyus, xpaHawaaca Ha cepsepe «Myliy3a0ep #aHa myskmap», Moxem cmame
06EKMOM MPOMBbIUWAEHHO20 WIMNUOHAMA, MAK KAK OHA npedcmassasem ueHHocms 071
KOHKypeHmos u crneucayxb6. /[na eé mnosayyeHus mo2ym [MpUMEHAMbCA pPa3auYyHble
cpedcmaa, 8KYAA MOOKYN HAWUX COMPYOHUKO8 Uu MpUMeHeHUe Crneyuaanu3upo8aHHbIX
cpedcms, O0ocmyriHbIX crieycaymbam uau eHewHum neHmecmepam. CoeduHeHue ¢
cepsepom rpouzsooumcs rno HebeszonacHomy KaHasy, cemeesoli 3KpaH omcymcmeayem unu
He HacmpoeH, 8epcuu MpUMeHAemMblX ONepayuoOHHbIX U MPUKAAOHbIX cucmem A8/8Hmcsa
ycmapeswumu. [loayyums Oocmyn K cepgsepy 078 6HYMPeHHe20 CcompyoHUKA He
cocmassigem HUKaKo2o0 mpyoda. CnedosamesibHO, 0711 HEKOMOPbLIX Y2po3 8epoamHOCMb
amaku 6ydem s8a9mbca «Boicokoli» unu Yz = 10.

MpocmoTp MHOpMaLMM Ha Aucnnee KOMMbIOTEPA B COCTABE CUCTEMbl paboTHWUKaMK, He 10
AONYLLEHHBIMU K NEPCOHAMbHBIM AaHHBIM;

MpocmoTp MHGOpMALMK Ha AMCNNIee KOMMbIOTEPA B COCTaBE CUCTEMbI NOCTOPOHHUMM AMLAMM, 10
HaxOASALMMMCS B NOMELLIEHWN, B KOTOPOM BeAETCH 06paboTka nepcoHanbHbIX AaHHbIX;

MpocmoTp WHpopMaLMM Ha Aucnniee Monb3oBaTenied CUCTEMbl  MOCTOPOHHUMM nULaMM, 0
BeAyLLMMK HabniogeHre (perncTpaumio) u3-3a rpaHuL KOHTPOIMPYEMOW 30HbI;

MpocMoTp MHGbOpMaLMKM Ha AMCNNesX Monb3oBaTener CUCTEMbI C MOMOLLBH CreuuanbHbIX

YCTPOWUCTB  perucTpaumy, BHEOPEHHbIX B MOMeELLeHWe, B KOTOpOM Benértcs obpaboTka 0
NepCoHasnbHbIX AAHHbIX;

MepexsaT ynpaBneHWs 3arpyskoi onepaLuoHHON CUCTEMbI KOMMbIOTEPOB B COCTaBe CUCTEMbI

(yrposbl, HanpaBneHHbIe Ha NepexsaT naponei unu naeHTMdUKaTopos, MoandukaLmo 6a3osoi 0
CUCTEMbI BBOAA/BbIBOZ, NEPEXBAT YNPABINEHUS 3arpy3kon);

BbizoB wratHbix nporpamm OC KOMMbIOTEPOB B COCTaBE CMCTEMbI MMM 3amyck CreuuansHo 0
pa3paboTaHHbIX MPOrpamm, peanuayLmnx HeCaHKLMOHMPOBAHHbIA JOCTYN K CUCTEME;

BHepeHue B cucteMy BpeOHOCHBIX Nporpamm; 10
XWLLEHWE 3NEMEHTOB KOMMbIOTEPA B COCTABE CUCTEMbI, COAEPKALLMX NMEPCOHANbHbIE AaHHbIE; 10

B 3apybexHoW AuTepaType WCMNONb3yeTCA 3/IeMEeHTapHOe COOTHOWeHWe Aann

onpegeneHma KoapdmumMeHTa peanmsyemMoCcTm Karkgom yrposbl:

Y, +Y,
yotath)
20
frne Y — KoadPpuUMeHT peanmsaumm yrposa, Y1 — rnobanbHblit YpPOBEHb

3aWmwéHHocTM (pasaen A3), a Y2 — BEpOATHOCTb peanum3aumm yrposbl (pasgen A8), npu atom
«20» — MaKCMManbHO BO3MOXHOE 3HayeHMe cymmbl Y U Yo, Takum obpasom, psag yrpos co

3HauYeHuammn Y, =0 unu Y2 = 10 6ydym pacc4umsieamoca cnedyrouum obpasom

(M +Y) (5+40)
20 20

= 0,25

3 3KkcnepTHan oueHKa onpeaesieHUs BO3MOMHOCTM peann3auun yrposbl A0JIXKHA MO BO3MOXHOCTU
YUnUTbIBaTb BCE BO3MOXHble GaKTOPbI, KOTOPbIE TAaK WAM MHaYye BAMAIOT HA OCabneHne mep 3alMTbl UK
nposeaeHune atakn Ha NC UNMX.
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_(h+Y) (5+10)
20 20

=0,75

MHTepnpeTauMa  nonyyMBlUErocs  3HayeHMa Y  OCyWecTBAAEeTCA  COrNacHo
npunaraemon Tabaumue:

Bo3MoXHOCTb peann3yemocTy yrposbl Koadpchmument Y

OyeHb BbICOKas Y >08
Bbicokas 06<Y <08
CpepHss 03<Y<0,6
Hu3kas 0<Y<03

Takum o06pa3om, BO3MOXKHOCTb peasn3aumm HEKOTOPbIX Yrpo3 B OTHOLIEHWUU
paccmaTpuBaemMoi cuctemol asasetca Boicokoi (ana Y=0,75), B TO BpeMs Kak BO3MOMKHOCTb
peann3aummn ocTanbHbIX YIPO3 AOIKHbI PaCCMaTPUBATbCA B KavecTBe HusKoit (ana Y=0,25).

A9 AKTYyanbHOCTb yrpos3bl
HecmoTpsa Ha Hannume ABHbIX NPeANOCbIZIOK K peann3aumnm aTak, BbICOKMe NoKasaTenu

HEe3aWMLLEHHOCTU CUCTEMbBI U MPUMEHUMbIX YrpO3, aKTyaJIbHOCTb Yrpo3bl MOXKET ObiTb
NnocTaB/ieHa Mo COMHEHME, ecnu yulepb B pesynbTaTe peasnbHOM aTaku byder ABAsTbCA
HecyL,ecTBeHHbIM. Ecin B pe3ynibTaTe 3KCNEepPTHOM OLLEHKKN ByaeT NPU3HaHO, YTO BEPOATHbIN
ywepb B CTOMMOCTHOM BblparkeHMn OyaeT CylwecTBEHHO Bbllle 3aTpaT Ha  3awuTy
MHPOPMALMOHHON cucTemMbl «Myiy3gep KaHa TyaKTap», TOr4a aKTya/lbHOCTb Yrposbl

OO1XKHa 6bITb NMPU3HaHa NONOXKUTE/IbHOMN.

3TO MOXXHO caenatb, ncnonbsya wummeruineca Tpe6OBaHVIﬂ, OTpa)KéHHble B

MocTtaHoBneHun MKP:

XapaKTepVICTVIKa MokasaTenb onacHOCTM yrposbl

HesHauuTenbHbIA Bpeq, nerko KomneHcupyembin gepxatenem UMX Huzkun

HesHaunTenbHble 3aTpatbl — MeHee 1000 pacyéTHbIX MokasaTenen Ha CpepHuii
NMKBMOALMIO/KOMNEHCALMIO NOCNELCTBUA 32 MPUYMHEHHBIE YObITKM 1

MoparbHbIi Bpea

3HauuTenbHbIN Bpes, KOTOPbIA MOXKET ObiTb KOMNEHCMPOBaH AepXaTtenem Bbicokun
WMX, n 3HauntenbHble 3atpatbl — Boniee 1000 pacyETHbIX NokasaTenen,

Ha NUKBMOALMIO/KOMMEHCALMIO NOCNEACTBUA 33 MPUYNHEHHBIE YOBITKM W

MopanbHbIn Bpeg nnbo Kputuyeckuit Bpes — MpUYMHEHME YOLITKOB W

MOpasbHOrO Bpeaa, KOTOpble He MOTYT ObITb KOMMEHCUPOBAHbI

[na ocywecTBneHmMa OKoHYaTebHOro BbibOpa M3 NpeaBapuUTeNIbHOro NepeYHn yrpos
6€30MacHOCTU TOJIbKO TEX YrPo3, KOTOPbIE OTHOCATCA K aKTya/ibHbIM A/1A PaccMaTpuBaemon
NC UNX, HeobxoaMmMo BOCMO/1b30BaTLCA NMPaBUAOM, NPMUBEAEHHBIM B TabauLe:

Bo3moxHocTb lMoka3aTenb onacHOCTM yrpo3bl (A9)
peanu3sauum yrposbl (A8 Huzkas CpepHss Bbicokas
Huzkas HeaKTyasnbHas HeaKTyarnbHas akTyanbHas
CpegHss HeakTyanbHas aKTyarnbHas aKTyarnbHas
Bbicokas aKTyarnbHas aKTyarnbHas aKTyanbHas
OueHb BbicOKas aKTyarbHas aKTyarbHas aKTyanbHas

42



npOCMOTp VIH(*)OpMaU,VIVI Ha aucnnee KoMmnbrTepa B COCTaBe CUCTEMbI

Bbicokast Bbicokast Ja
paboTHMKaMK, He AOMYLLEHHbIMU K NEPCOHANbHBIM JaHHbIM;

MpocmoTp uHGOpMauuMM Ha gucnnee KOMMbITepa B COCTABE CUCTEMbI
NOCTOPOHHUMI NMLAMU, HAXOAALMMUCS B MOMELLEHUM, B KOTOPOM Beaétcs  Boicokas Bbicokas Oa
0bpaboTka NepcoHanbHbIX AaHHbIX;

MpocMoTp  MHOpMaUMM Ha  [ucrinee  MoNb3oBaTerned  cUCTeMb
MOCTOPOHHMMM NMLaMK, Beaywumu HabniogeHue (pervuctpauuio) us-3a  Huskas Bhicokas Oa
FPaHML| KOHTPONMPYEMO 30HbI;

MpocmoTp MHGhOpMAaLMKM Ha AMCNNesX NONb30BATENER CUCTEMbI C MOMOLLBIO
cneumarnbHbIX YCTPOCTB perucTpauun, BHEAPEHHbIX B MOMELLEHWe, B Huakas Bbicokas Oa
koTopom BeféTcst 06paboTka NepcoHanbHbIX AaHHBIX;

lMepexsaT ynpaBneHus 3arpy3kon OnepaLyoHHON CUCTEMbI KOMMBIOTEPOB B
COCTaBe CUCTEMbI (Yrpo3bl, HaMpaBfeHHble Ha MepexsaT naponien unu
noeHTUdMKaTopoB, Moaudukaumio ©a3oBON  CUCTEMbl  BBOLA/BBIBOA,
nepexsar ynpasneHns 3arpyskon);

Hwuskas Hwuakas Het

Bbisos wratHbiXx nporpamm OC KOMMbIOTEPOB B COCTABE CUCTEMbI UMM
3anyck  CneusanbHo  pa3paboTaHHbIX  MpOrpamM,  peanmsyrowmx Huakas Bricokas Oa
HeCaHKLWMOHMPOBAHHbIN AOCTYN K CUCTEME;

BHenpeHue B cuctemy BpegOHOCHBIX Nporpamm; Bricokas Bricokas Oa

XWLieHWe SMEMEHTOB KOMMbIOTEPA B COCTABE CUCTEMbI, COLEepKalinx
NepcoHanbHble AaHHbIE;

Bbicokast Bbicokast Ja

Tem cambiM Mbl MPUXOAMM K BbIBOA4Y, YTO /WWb OAHA Yyrposa W3 yucna
paccMaTpMBaEMbIX ABAAETCA HeaKTyanbHOM Ana «Myiy3gep skaHa TyakTap», Nojyyuslian

O4HOBpPEMEHHO HU3KNE OUEHKU BEPOATHOCTU N ONACHOCTU.

A10 YnpasneHue yrpozamm MHGopMaLMOHHOM 6e30nacHOCTH
Mocne ycnewHoro nocTpoeHna MOLENN Yrpo3, B 3aBUCUMOCTU OT UX aKTyaNbHOCTH,

cneayetr sKCnepTtHbiMM MEeTodaMun onpenenntb BEPOATHYHO AJIUTE/NIbHOCTb BO3,£I,EI\;1CTBVIH

KaXKZ0M yrpo3bl Ha KOHKPETHYO MHPOPMALIMOHHYIO CUCTEMY.

[na 3TOro HeoHXOAMMO ANA KAXKAOW OTAENbHOM Yrpo3bl, U3y4MB NPesmnocbUIKA U
MmetoLwmeca U npeanosiaraemble Mepbl 3aLLMTbl, ONPEAENUTb BEPOATHbIe CObbITUA, B CyYae
HaCTYMN/IeHNA KOTOPbIX Halla yrpo3a CTAaHOBUTCA He aKTyasllbHOW, MO MEHAETCA YPOBEHb eé
OMacHOCTU WM BEPOATHOCTU peanunsauun. Ecnm HM oanH U3 umerolwmxcs cnocobosB He B
COCTOAHWUM NOBANATb HA U3SMEHEHME XaPaKTEPUCTUK Yrpo3bl, BEAYLUNX K €€ AeaKTyaM3aLmum,
cnepyeT pacCMaTpMBaTh 3TY Yrpo3y B KayecTBe A0/ITOCPOYHON. B NnpoTMBHOM cnyvae, Koraa
MPOrHO3 HACTyN/eHUs cobbITUA, NPUBOAALLETO K A€AKTYaIM3aL MM YIPOo3bl, ABNAETCA MeHbLUe

2-X HeZleNb, TO Yrpo3a MOXKeT bbITb Cpa3y NpM3HaHa HeaKTyalbHOMN.
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Mpumep
Ha nameHeHune obuei akTyanbHOCTU Yrpo3 MHPOPMALNOHHON CUCTEMbI MOXKET MOBAUATD
HaCTynneHne O4HOrO UAN HECKONBKUX U3 Cneaytowmx cobbITuiA:
® yBe/MYEHME YPOBHA 3aLUMUTbl 33 CYET YCTAHOBKU LOMNOSHUTE/IbHbIX MEP 3aLmThbI,
TAKUX KaAK: YCTAHOBKA M HACTPOMKa MEMKCETeBOr0 3KpaHa, YCTAHOBKA
WNPPOBAHHOTO KaHana B3aMMOAEWCTBUA, BHeApPeEHMEe Mpouecca YnpaBaeHuA
06HOBNEHUAMM N YCTAHOBKA NOCNe[HUX BepPCUil ucnonbsyemoro NO u T. 4.;
® [eaKTyanusauusa yrposbl 3a CYET YHUUTONKEHWA MEepPCOHANbHbIX AAHHbIX, ecau
HACTyNUA0 OKOHYaHMe CPOKa nx obpaboTku;
e nenepcoHMdUKaLMA XPaHUMbIX SAHHbIX, B pe3yabTaTe Yero byaeT CHUXKEH YPOBEHb
KPUTUYHOCTM MHPOPMALMM, YTO B CBOKO OYepedb CHU3UT NMOKasaTeslb OMACHOCTU
YrpO3bl U MOKET B UTOre MPUBECTU K AE€aKTyan3aumm yrposbl.

Yrposa BeposaTHocTb Y (Y +Y,) Bosmox- OnacHocT AKTyans- Hapywwure
Y1 - 20 HocTb Y b HOCTb nb
MpocmoTp nHbOpMaLMM Ha AUCT/IEE KOMMbIOTEPA B
€OCTaBe CUCTEMBI NOCTOPOHHUMM AULIAMM,
P PELIT, . 0 0,25 Huskaa Bbicokas JiE] BH1
HaxoAALLMMUCA B MOMELLEHUM, B KOTOPOM BEAETCA
o6paboTka NepcoHa/bHbIX JaHHbIX
OpraHn3aLOHHO-TEXHUYECKME Mepbl 3alLMThI OT 1. Peanunsauma paspelnTenbHoM cucTemMbl A0OMYCKa Noab3oBaTeNnen n
yrposbl 06CNYKMBAKOLLEro NepCcoHasa B MOMeLLEHNA, B KOTOPbIX YCTaHOB/IEHbI YCTPOCTBA
oTobparkeHna nHpopmauum NC UMX
2. ABTOMaTMYeCKaA 6NOKMPOBKa 3KPaHa Npu OTCYTCTBUM NOAb30BaTeNA Ha paboyem
mecTe
3. Mcnonb3oBaHue NAOTHbIX WTOP NN XANK3M Ha OKHax B MOMeLLEHNAX, B KOTOPbIX

YCTaHOB/IEHbI YCTPOCTBA OTOBPaXKeHUs

BHeapeHuWe B CUCTEMY BPEAOHOCHBIX NPOrpamm 10 0,75 Bbicokaa Bbicokaa [a BH1, BH2
OpraHun3alUoHHO-TEXHUYEeCKMe Mepbl 3alnTbl OT 1. Mcnonb3oBaHune cpeacTs aHTUBMPYCHOWM 3aLLMThI;
yrpo3bl 2. PerynapHoe obHosneHwue M0, NCNONb3yeMOro B CEPBEPHbIX 1 KIMEHTCKMX
KomnoHeHTax NC UMX;
3. Mcnonb3oBaHue cucTemM JOBEPEHHOW 3arpy3Kku.

All PesynbTat
K 3aBeplieHnto paboT No COCTaBNEHUIO YAaCTHOM MOZENUN Yrpo3 AepKaTenb MaccmBa

UMNX gonxKeH NoAyyYmTb CNeLy oY CTPYKTYPY AOKYMEHTA:
BeepeHue

MNepeyeHb COKpaLLeHNi

MNepeyeHb HOPMATUBHbBIX OKYMEHTOB

Ycnosus nepecmoTpa MoAeNM yrpo3

OnucaHune NC UMX 1

Mogensb yrpo3 UC UMX 1

S e

e VYrposzal

e Yrposa?2

e VYrposaN

OnucaHune NC UMX N
Mogensb yrpo3 UC UTIX N

e VYrposzal
e VYrposza?2
e VYrposaN

9. Metogonorusa

10. 3akno4yeHue
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AxTVB

Yrpo3a

Yrpo3a noBbIWeHNUs NpUBUNErui
yrposa 3aKIn4aeTca B BO3MOXHOCTU OCYLLECTBNEHNA
Hapylwutenem  JeCTPYKTUBHOTO  MPOrpamMMHOro
BO3/E/CTBUS HAa AMCKPeaMTMpyeMblit mpouece (unu
cucTeMy) Unn Ha Apyrue NpoLiecchl (UM cUCTEMbI) OT
€ero (eé) UMeHn nyTéM aKkcnnyaTaLuu HenpaBoMepHO
NOMyY€eHHbIX HapyLLUTenem 4ONONHUTENbHbIX NPaB Ha
ynpasneHue AucKkpeaMTUpoBaHHbIM 06beKTOM.
[laHHas  yrposa  o6ycrioBneHa  ys3BUMOCTSMM
NPOrpamMMHOro  06ecneyerns,  BbIMOMHSIOLLErO
YHKUMM pasrpaHnyenns 4OCTyna (B anroputme unu
napameTpax KoHurypaum).

Peanusauus aaHHON yrposbl BO3MOXHA NPY HAnM4mn
y HapywuTens nporpammHoro obecrieverus (Tuna
«3KCMMOWTY), cneumManbHo —pa3spaboTaHHoro  Ans
peanusauuv AaHHOW Yrposbl B AUCKPEAUTUPYEMOit
cucTeme

VIcTOYHWK yrpo3bl (HapyLLMTENb)

MocneAcTBus peanusauum yrpoabl

[nnTenbHOCTb BO3AECTBIS Yrpo3bl

VHcopmaumonHas cuctema «Myilyagep XaHa TyskTap» npefctaBnsieT coboi uauuyeckuii cepsep,
KOTOpbIVA CTOMT B AanbHeM yrny oOLero Kopupopa, He MMeeT YCTaHOBMEHHOro naponst Aoctyna u He
obecneyeH cUCTEMOII pe3epBHOrO KONWMPOBaHHs AaHHbIX. Ha cepBepe pa3BEpHyTa onepaLyoHHas cuctema
«MS Windows Server 2008». OcHoBHbIM nporpaMMHbIM obecnieueHnem siBnsieTcst 6asa aaHHbIx «MS SQLy,
KoTopasi copepkuT B cebe nepcoHanbHble AaHHble KMeHTOB. COTPYAHMKA MOTYT MOMy4uTb AOCTYN K
CUCTEME W3 NMOKarbHOI CETU UMK M3 CETW MHTEPHET 63 NCNOMb30BaHNS 3aLUMLLEHHBIX KaHamNoB CBA3N.

McxopHas BepositHocTb
cTeneHb peanusaumn OnacHocTb BoamoxHoCTb
3aLLMLLEHHOCTH Yrposbl yYrposbl peanusaLum AkTyansHoCTb
Y1=10 Y2=10 Bbicokas OyeHb BbiCOKas AkTyanbHas
OhdheKTUBHOCTL
[peanocbinku 3alLuTHble Mepbl 3aLLMUTHLIX Mep
- OTCyTCTBME 3aLI.lI/1LLléHHbIX KaHanos nometleHve, B K0T0p0171 pacnonoxeHa MUHUManbHas
B3auMoaencTamns MHd)OpMaLLVIOHHaSI cucrema, ABnaeTca

- Hanny1e HEKOHTPONMPYEMOTO YaNEHHOTO
A0CTyna 13-3a NpeAenos 3alyyLiaemMoro
nepumeTpa (cetn NHTepHeT)

- cB06OAHbIN hU3NYECKMiA BOCTYN K
06opyH0BaHHIo N1 COTPYAHUKOB

- ycrapesLune Bepcim M0

MeCTOM OrpaHu4eHHoro paoctyna 3a cYér
NPONYCKHOro pexvma B 3aaHun

BHyTpeHHMIA HapylwmMTenb CO CpegHUM NOTeHLUanom
BHelwHWin HapywuTenb co CpegHUM NOTEHLManom
HapyLueHue LienocTHocTy HapyLeHne goctynHocTi HapyLuenue koHdmraeHumanbHoCTy
Oa Oa Oa
OonrocpoyHo
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